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This guide covers features and functions that are available to the account owner and administrator.
You will learn how to manage your account and users, control sharing, adjust security options site-

wide, track your account activity and automate some of your activities.

Check out available apps and integrations here.
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1 Account Management & Billing

The Administration tab is the central place for management of your account. You can get details of
your plan, configure service settings, keep track of your account storage and available external

automations, quarantine suspicious files, and manage your users.

1.1 Account details

Your account information is displayed on the Account Details sub-tab of the Administration
tab. It contains current plan details, expiry date, data residency, number of available and used Quatrix
and SFTP licences, storage amount, external automations and brief details of the payment method.

= ‘Q Quatrix Administration — o @B .
AccountDetsi's  Manage Users  Manage Groups  Service Settings  Quarantire  S80
& Fike Explorer
[# ShareFiles
CURRENT PLAN STORAGE
A, Contacts
[F Activity Log . . . .
Quatrix Business Basic Total: 500 GB
& Autamations - Data residency: Belgium (EU) B
e, Fxpiry date: 76 Nov 2023 4 B
Cxternal Workiows
Schedule Overviews
@ Administration USER LICENCES EXTERNAL AUTOMATIONS 5.95¢8
: used
B Diling
uatrix i
?,H Icences g user You don't have any automations
used 10 Total

for external workflows

Contact us

)
=3
5o
3

l‘.I

@ You: 82226 M3 Users: 513 GB
Available: 488.1 GB

10 lotal

ENTERPRISE SECURITY MODULE PAYMENT METHOD
Need more user licences or storage?

+/  SFTP activation

v Two-factor authentication

V' Single Sign On Activation You haven't saved any cards m

/PGP Encryption

+/  GDFR Data Pracessing Agreement Q
/__API activation Sontactiue

Setting up your custom domain

If you want your users to connect to a custom hostname (such

as hostname.yourdomain.com instead of hostname.quatrix.it.), you need to obtain SSL certificate
for continued access to your site.

As arule, we order a certificate from our trusted vendor and get it installed for the customer. For

further details, please contact our Quatrix Customer Care.
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1.1.1 Storage control
Your storage depends what plan you are using. Quatrix free trial gives you 5 GB of the storage for 5
users. After the upgrade your account storage will change depending on the plan you are going to

have. Take a look at the table below.

Plan User Amount Storage per Account, GB
Quatrix Free Trial 5 5
Quatrix 2 and more* 100 and more

* Minimum number of users: 2 (1 Owner + 1 User).

Maximum number of users: unlimited (You can upgrade up to 249 users on the Billing or

Administration tab of your account. For 250+ contact our Quatrix Customer Care).

1.1.2 Tracking storage

You can track your storage using the diagram on the Account details sub-tab, or using the status bar

by clicking on your name initials at the top right of your account.

The diagram as well as the status bar display the amount of used and available storage. Besides the
diagram provides a more detailed visualisation of your storage amount displaying not only your

storage usage, but also the amount used by your users.

= 'Q Quatrix  Administration m L _
S Filo Explorer AccountDetails  Manage Users  Manage Groups  Service Seftings  Quarantine 550 ‘Q Allison Case —
—_— alison.case@maytech.net —
[ Share Files Account Owner “
. Contacts CURRENT PLAN STORAGE
|5 Actvity Log Total - 500 GB
Quatrix Business Basic .
o Data residency: Belgium (EU) 822.26 MB used 494.05GB free Total: 500 GB
In forkflows Expiry date: 26 Nov 2023 1
Dxternal Workflows cas
Schedule Qverview ‘Q Qua
s Administration | 5.95
S T USER LICENCES EXTERNAL AUTOMATIO "Q acase.quatrix.it Quatrix Business .95GB
used
Qua*‘ri)( You
e us 10 | mayt emo-quatrix.it
‘Q Quatri: J rof i 0
SFTP. —
or licences 3 s, 10 Total
nage Profile ) out ®You 822.26 MB Users: 5,13 GB Availble: 488.1 GB|
ENTERPRISE SECURITY MODULE PAYMENT METHOD
+  SFIP activation Need more user licences or storage?
v Two-facter authentication You haven't saved any cards
PGP Encryption Add card
+  GDPR Data Processing Agreement Contact us
APl activation
For more information see www.maytech.net Quatrix Administration Guide | p.4
Or call us: International & UK +44 (0) 189 286 1222 Version: 8.0 | September 2023

USA & Canada 1 800 592 1906 Author: Maytech



http://www.maytech.net/
mailto:servicedesk@quatrix.it

Quatrix

Professional, secure and easy-to-use file sharing

1.1.3 Control the storage of users
Every new user gets unlimited storage by default that equals to your account storage. You can
manage your account quota as well as your user quotas within your account quota limit.

To limit or increase the storage of your user follow these steps:

1. Go to the Administration tab and open the Manage users sub-tab.
2. Select the user and click on the Edit icon.
3. Specify the amount of storage in the Quota field you would like to allow for the user and save

changes.

Edit user X
Email

daniel.clarks@maytech.net
Name

Daniel Clarks
Quota

Unlimited ~ +

Reserved disk space

0 MB -
Language

English v
Group @

Sales -

Administrator (O Billing (©

SFTP

Unique login

Canccl m

If you would like to increase the storage without adding a new user, contact support.

To reserve storage for a specific user, specify a required amount in the Reserved disc space field

which will save the desired storage amount for this user. See the screenshot above.

1.2 Service settings

The Service settings sub-tab of the Administration tab allows you to set your corporate branding, add

corporate email footer, specify account language or adjust security settings.
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1.2.1 Corporate branding

Every newly created account has the default Quatrix banner text and logo. If you would like to have
your corporate branding on every share, go to the Service settings sub-tab and edit the default

settings with your corporate banner, logo and email footer.

= "Qouumx Administration [ ceomee JECR

%2 Fle Bxglorer AccountDetsls  Monsge Users  Munoge Growps  Service Setings  Quarsntire S50

(& Share Files
Appearance
A Cantacts
=5 Activity| ng Company loge
Uploas must be in cither jpg ar png forma: and less then 1 MB 'Q Quatnix
2

BCC
(et a copy ot all emalls sent by Uuatrox excapt billing related

Billing BCC
(et a copy 3t all biling emalls sent by LJatrx

1.2.2 Service language settings

English is adjusted as a default language for the service (e.g. password reset pages) and account. If
you would like to switch the service language to German or Chinese, update it under Appearance

section. The service language change applies to all users of your account.

If you would like to update the interface language, go to the Manage Users (of the Administration
tab), select users and update the language on the Edit profile form. However, every user can change

the language for personal display while managing the profile in the General sub-tab.

1.2.3 Security settings

You can adjust security options for your shares site-wide:

For more information see www.maytech.net Quatrix Administration Guide | p.6
Or call us: International & UK +44 (0) 189 286 1222 Version: 8.0 | September 2023
USA & Canada 1 800 592 1906 Author: Maytech


http://www.maytech.net/
https://docs.maytech.net/display/MD/Profile%2BManagement

Quatrix

Professional, secure and easy-to-use file sharing

QOuatnx Administration m w =

Arccan:Detaile  Manogelbsers  Mowage Gmeps Sordee Settags  Quanrties S50

£ Tila D orer

1 Sheve Files
8 Centocts

[T Acivity Log

& Avtomations

PGP sncyplion lor ol users, I disable allencrypled files
Ll fur ey un and dowilosd.

Intemal Wordflows Y

Caernal Workfiavis

Foree 2FA
Adc of remove an 2xtra lsyer of security for all users with two-factor
autrentcation.

Suhedule Cosview
@ Administration

=) Billg
1P Restriction
Restrict IF acdrasses that have sccess 15 the scocuat. Allcuved formats:
1010.1.1, 10.10.1.1-15, 10.10.2.43C

Permitled share types G Punikc
Setthe snaring securkty level size-wice. At least one security leve should  Frahling Public:
be selectec:

Res

Only Uhe registered enail rec vientjs) can dewilued Full Lrack o

o Enable encrypted file sharing (PGP) for all users,

o Add extra layer of security with two-factor authentication (2FA),
e Restrict IP addresses to have access to your account,

o Set permitted share types (public, tracked, restricted)

Read details about share types

o Public - anyone with the link can download the files. Your tracking will show the time and IP
address of downloads but will not identify the user.

o Tracked - any user registered on the Quatrix network can download, this may be useful
where the links may be forwarded to others working on the project. Your tracking will
identify the user for each download event.

» Restricted- only recipients of the email will be able to download, links forwarded outside
the recipient list will not work. Your tracking will identify the user for each download event.

Learn more about security and privacy for your account here.

1.3 SSO

Single sign-on (SSO) allows your users to easily and securely log in to their accounts with just one set
of credentials, rather than having to set up multiple usernames and passwords across different
platforms.

Account owners or administrators can set up and manage their identity providers on the SSO sub-tab
of the Administration tab.
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[Nl

'Q Quatrix

File Explorer

B «©

Share Files

b

Contacts

&

Activity Log

J» Automations -
Internal Workflows
External Workflows

Schedule Overview

=,
o7

Administration

B3 Biling

Administration

Account Details Manage Users Manage Groups

Service Settings Quarantine SSO

+ Add IdP 2 Edit  [© IdP information | @ Delete

Upgrade NONN '« B4

IdP information

() NAME 2

ReleyStete

AzureAD relayState
sor URL
aeae O
SP ACS URL
o
SP Audience URL
httpsfcase quatrix itlsamlmetadatal0764a9¢8 b5CO 48bc BfEe fdIE31fE @
SP initiatcd login
URL
- 3631 69%e g

Closa

psoftonline.com/d433e2d5-8

Learn more about available SSO integrations here.

1.4 Billing

The Billing tab is the central place for your billing needs. The account owner or any user with Billing

rights can update billing information, check renewal dates, upgrade or downgrade the billing plan,

track and view invoices on the Billing tab.

If you would like to delegate Billing to your user, read more here.

1.4.1 Update your billing info

You can access your billing information on the Payment settings sub-tab of the Billing tab. It provides

the ability to add credit cards and update their info.

File Explorer

B @

Share Files

x

Contacts

0B

Activity Log

22 Automations -
Internal Workflows
Extemal Workflows
Schedule Overview

3 Administration

B3 Billing

= ‘QQUOtFIX Billing

Invoices Payment Settings

% Auto Renewal + Add card

() CARDNAME 1

*++ 0001

7 v

TYPE NUMBER EXPIRY DATE

MaslerCard *** 0001 04/28
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Click on Add credit card icon, specify your credit card details and save it. All your saved cards are

displayed in the list. To update details, select the card and click on the Edit icon from the top menu.

You can edit only the credit card name.

To delete the card, tick the check box next to it, and select an appropriate option from the top menu.

You can turn on the auto-renew feature for your account by clicking on the Auto Renewal button

above the list of credit cards.

To enable automatic billing, tick the Active check box on the Auto Renewal form, select the card and
save. As soon as automatic account renewal is activated, you will be notified of it. To disable it,

uncheck the Active box.

1.4.2 Upgrade or downgrade your billing plan

Details of your billing plan can be retrieved from the last paid invoice on the Billing tab.

You can change your plan either on the Billing tab, or on the Administration tab by clicking on the

Upgrade button.

When upgrading your plan to a higher package e.g. increase a number of users or storage amount, or
add Enterprise Security Module, changes will be made immediately after the payment. You will be
issued a pro-rated refund for your previous plan and charged for a new one. In this case the billing

cycle dates will be changed.

When downgrading your plan, no refund is issued. Changes take effect immediately and your billing

plan is changed.

1.4.3 Available billing cycles

You can adjust a monthly or annual billing cycle for your Quatrix account. The subscription will be
renewed at the end of each billing cycle as soon as the payment is received. To learn the billing due

date information, go to the Account details sub-tab of the Administration tab or to the Billing tab.

Administration o & -

AccauntDetails  Manage Users  Manage Graups  Service Seltings  Quarantine  SSO

CURRENT PLAN £

Quatrix Business : 8
Expiry date: 01 Jul 2023 l 0 :

You can save up to 15 % (2 free months) if you pay annually compared to paying monthly.

For more information see www.maytech.net Quatrix Administration Guide | p.9
Or call us: International & UK +44 (0) 189 286 1222 Version: 8.0 | September 2023
USA & Canada 1 800 592 1906 Author: Maytech


http://www.maytech.net/

Quatrix

Professional, secure and easy-to-use file sharing

1.4.4 Track and pay invoices

All your paid and unpaid invoices are displayed on the Invoices sub-tab of the Billing tab.

= ‘Q Quatrix Billing O (-
g EBERED Invoices Payment Settings
3 o
[# ShareFiles 4 Upgrade B Pay 1 of 2 items selected
A, Contacts
& Activity Log () No. DESCRIPTION INVOICE DATE & DUE DATE TOTAL STATLS
=re)
207472 Upgradc invoice 18 May 2023 18 May 2023 £7.20 paid

&2 Automations -

Internal Workflows 20747-1 Invoice 18 May 2023 18 May 2023 £180.00 paid

External Workflows
Schedule Overview
3 Administration

£ Billing

Invoices are displayed with the status - paid or unpaid, invoice creation and due date, and the total

amount. To view the invoice contents, double-click on it. The invoice will be displayed in this way:

Renewal invoice x
Invoice No.: 6311-1 Status: paid
Invoice Date: 24 Jun 2019 Alison Case
Payment Date: 24 Jun 2019 Maytech
Coverage Period: 01 Jan 2021 - 31 Dec 2021 Ukraine
79000
No. Description Quantity Discount Total

1 Quatrix Business Custom 1 €£0.00 £0.00

2 Quatrix Business Custom - Max Users 25 £0.00 £99.00

3 Quatrix Business Custom - Disc Quota 10GB £0.00 £0.00

4 Enterprise Security Module 1 £0.00 £0.00

VAT 0%: £0.00

Total: €99.00

Cancel Download PDF

You can view the invoice in pdf format by clicking on the Download PDF button.

To pay an outstanding invoice, follow these steps:

1. Open the invoice, view the details and click on the Pay button.

2. Provide payment information or confirm the existing payment method on the Payment Details

dialog.
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Payment Detalils
: +
Invoice
Renewal invoice No. 195-1 £79.00
i o . +
Credit Card Information:
Card Visa (*** 0006) ¥
Number
Clicking "Pay™ means you agree to Maytech's Terms and Condtions. You agree te receiving occasional
product related emails and special offers. You can unsubscribe at any time. Please be assured Maytech
dees not share yeur information with third-parties
Cancel Pay

3. Confirm your payment by clicking on the Pay button.
As soon as your online payment is processed, you will be notified of it in the email.

If you have any questions about billing transactions, feel free to contact our Billing team.

1.4.5 Account suspension and deletion

Quatrix Free Trial

You get a 14-day free trial account when you register on our website. You can upgrade to a paid
account during this trial period. If your account is not upgraded by the end of the trial period,
your trial account will be suspended. On suspension, you still have 14 days after suspension to
upgrade your account. If it is not done, your account and all your data on Quatrix will be deleted.

To unsuspend your Quatrix Free Trial account contact servicedesk@quatrix.it.
Quatrix Paid Plan

When you purchase Quatrix account on our website, or upgrade your free trial account, you can
specify the billing frequency - annually or monthly. Besides you can adjust auto renewal of your

account depending on your billing cycle.

If your account is not renewed,

« the account will be suspended in 7 days after the expiry date and all users won't be able to
access it.

o the account as well as all your files and data will be deleted in 28 days after expiry date and can't
be restored.

You can unsuspend your account anytime until it is deleted. To unsuspend your Quatrix account, go
to the Billing tab and pay an outstanding invoice (see the steps above). Your account will be

unsuspended, when the payment is received.
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Enterprise Security Module

The given module includes the following security features:

SFTP activation

Two-factor authentication

SSO (single sign-on) activation
PGP encryption

GDPR data processing agreement
API activation

The free trial includes Enterprise Security Module.

The Automation Module allows you to enable no code automated workflows between Quatrix and

major cloud services / internal applications. Learn more here.

For details on pricing for paid plans, contact sales@maytech.net.
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1.5 User with billing permission

If you would like to grant someone permission to manage invoices for your Quatrix account, you
should keep in mind what user group your future billing manager belongs to. In case you want to have
the administrator that tracks and manages payments, besides administration rights there will be
Billing tab available for invoice management. Pro or associate users can cover invoices together with
their permissions. The table below could assist you to make a decision what user to choose as a

billing administrator.

Jailed Associate Pro Admin
File sharing (] Share with Share with Share with
e Pro users Pro users Pro users
Associate Associate
users users
Site contacts Site contacts
Personal Personal
contacts contacts
¢ Admins

Quatrix Administration Guide | p. 13
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Jailed Associate Pro Admin
File/folder Q View and manage  View and manage  View and manage
management
e personal e personal e personal
incoming and incoming and incoming and
outgoing files/ outgoing files/ outgoing files/
folders folders folders
e Projects e Projects e Projects
shared with shared with shared with
me folder me folder me folder
o shared with ¢ shared with o shared with
Pro users other users other users

project folders

Upload files/
folders

Create folders and
convert them to
Project folders

project folders

Upload files/
folders

Create folders and
convert them to
Project folders

project folders

Upload files/
folders

Create folders and
convert them to
Project folders

View and manage
the User Homes
folder (files and
folders of users
added by the
admin)

User/ contact View View View, create and
management e Pro users e Pro users manage
e Associate e Pro users
users e Associate
o Jailed users users
« Site contacts o Jailed users
o Site contacts
e Personal
Create and manage contacts
personal contacts ¢ Admin
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Jailed Associate Pro Admin
Activity Q Only personal Only personal Personal and all
history users activity
placking tracking
Billing o Invoice Invoice Invoice
management management management

The table displays the comparison of predefined user groups, in case you have created your
own groups with preferred permissions, make your own decision to determine who will be your

billing manager.

1.5.1 How to assign a Billing permission

You can grant the access to Billing while adding or editing the user on the Administration tab.

Add user X

Email

Name

Quota

Unlimited =

Reserved disk space

0 MB v
Language
English v
Security PIN @O
Group ®
Pro v

Administrator (O Billing ®
Cancel m

If you delegated Billing to your users, don't forget to add their emails to the Billing BCC on the
Service Settings sub-tab of the Administration tab so that they could receive emails about billing

transactions.
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2 Roles and Permissions

A user’s role determines what actions can be performed in the account. The table below displays a list

of available roles.

Administrative roles User roles Contact roles
e Account owner Predefined groups: o Site
e Administrator . Pro e Personal
e Associate
e Jailed

Your own groups with required
permissions

Every added user to the account requires additional user licence except contacts (they don't need

a licence to receive a file or send files back to you).

2.1 Administrative roles and what they can do

The account is originally set up by the account owner and can be managed by multiple admins.

2.1.1 Account owner

The account owner is the top administrator of the account that has access to all Quatrix features and
can purchase more users for the account. They own and manage the account for as long as they are
the account owner. At any point, the ownership rights can be transferred to someone else in the

account.
Transferring the account ownership
Follow the steps bellow to complete a transfer:

1. Click on your name initials at the top right of the account and follow the Manage profile link.
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2. Go to General sub-tab and change your email and name in the Personal preferences section.

’QQUOtI’IX Manage Profile m o & .

Alison Case
AC aliscncass@mavtechrnet
AZCOUNT OWNER

Geaeral  Security  SFTP A%IKeys

& File Explorer
)

& Share Files Personal preferences

Tota
22 Contacts 2500 GB

" 822.45MB s 494.05 GB free
(5 Actwity Lag Personal name Alison Cose

£53 Manage profile
¢B Automations -
G R P Work email alison.case@maytech.nat = Switch sccount
Extermnal Workf ows (D Help & Support
Schedule Overview
% Administration Languzge Engler - G oo
= Biling

Share preferences

Email signature
Add your emall sigrature to every shave

SVl s |

3. Save changes.

Your new account owner will be notified of the transfer in the email.

If you transfer the ownership rights, you won't be able access the account. Ownership transfers

are immediate and can't be undone.

Only the account owner controls invoices for Quatrix account. The Billing rights can be delegated to
any user in the account except jailed users and contacts. Read more to determine what user role

would be the best to perform invoice management in your account.

2.1.2 Administrator

The account admin can manage users, groups, account storage and access control. Admins can
delegate admin rights to other users. Billing is not accessible to admins, but this permission can be

granted while editing the admin on the Administration tab.
How to assign an Administrator role?

There are 2 ways to add an administrator to your account: either while adding a new user or editing

an existing one. Follow the steps below to create an administrator:
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1. Go to the Administration tab and open Manage users sub-tab.

= vQ Quatrix Administration m © (A ~
- Account Details ~ ManageUsers  VanagsGroups  Service Settings  Quavantine  SSO
S Hle sxplorer
2 Share Fil " - , -
& Share bles A Import usars P Manage Project Folcers ¢ Edit (8 Passwordreset &, Zorce 2FA 1 0f 9 items selected Filter by name or amail =
93 Contacts
@ ActvityLop Ve + — LASTLOG NoTES - OMNST. SEVICES  STATUS  SToracevsid)
Alison Case alison.case@maytech.nct  Pro 19 Jun 2023 16:01 ya fu SITP o Active 822.45MD
& Automstions .
rketrial Workfllows Daniel Cler<s danielclarks@maytech el Sales 17 Apr 2023 10,10 P o Acive 0
Cxternal Workfiewss Ainlstator
Jac<Rlant lac<right@maytach.net Jalled 07 Feb 2022 10:40 B8 L ® Active 0O
Schedule Overview
@ Administration Jeha Lee John.les@maytechnat Pro 03 May 20231528 ® Actve 0
) Diling
Kate Tzrringtan kate taringtan@maytach nat Sales 08 New 2071 0367 =l Pl SFTP s Atve O
Mike Fros: mike.frost@mayrtech net Pro 06 Mar 2023 12:34 E ® Active 0
Tara Webster tzrawebster@maytech.ret Pro 17 Apr2023 10:13 ‘D SFTP ® Active 5.13GB
Teresa Amber terasa.ambe-@maytech.net Associate 03 Jan 2023 11:20 ® Active 0
Peter Willson petwillson@raytech.net Pro 15 Jun 2023 1543 ® Active 0

2. Click on the Add user button from the above menu and specify your admin's name and email, (or
Select the user you would like to make an administrator and click on the Edit icon).

3. Tick the check box next to the Administrator option and save changes.

Add user X
0 MB v
Language
English -
Security PIN &
Group @
Pra -
|| Administrator (D Billing
SFTP

Unique login

Login with SSO only
Expiry date
Active O

Notes

Cancel m

As soon as you administrator is created, you will see the Administrator icon next to your newly

created administrator in the list of all users.

If you have several departments in your company, you can add multiple admins to manage their own

teams and their sharing.
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You can demote the user with the Administrator role afterwards by clearing the Administrator check

box.

Account owners can promote and demote administrators and other users.

Administrators can promote users and demote other administrators, but they cannot demote the

account owner.

Owner vs Admin permissions

Admin
Share °
Tracking
Contacts
File Explorer
Activity Log

Automations

Administration

Billing

Profile
Management

®)
3
=
O 0000000 0:

Transfer ownership rights

SFTP 0

Buy SFTP
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The table above demonstrates that the administrator has almost the same rights as the account

owner with the exception of invoice management, transfer of ownership rights and purchase of SFTP

module.

2.2 User roles and their permissions

A user is anyone you want to have regular access to your Quatrix service - there are three predefined
user groups:

e Pro users can browse folders and share to any of your users or to their personal contacts who
don't need a licence to download (normally your employees).

» Associate users can only use your service to share files back to your Pro Users - great for
external partners who need to regularly feed data into your organisation.

o Jailed users have access to files from Projects Shared With Me.

The table below displays permissions depending on the role:

Jailed Associate Pro
Sharing e Share with: Share with:
e Pro users e Pro users

e Associate users
o Site contacts
e Personal contacts

Tracking e ° Q
management > © o

No visibility of any View and manage:

files or folders,

View and manage:

e personal Incoming and e personal Incoming
Outgoing files/folders and Outgoing files/
o Projects shared with folders
me folder o Projects shared with
o project folders shared me folder
with Pro users o project folders shared
with other users

except the Projects
shared with me folder

Upload files/folders
Upload files/ folders
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Project folder
management

User and
contact
management

Security options

(password, 2FA,
PGP**, SFTP**)

Profile
management

Jailed

©.

except personal email

* - if permissions are granted.

** _ if enabled for account.

Associate

View:

e Pro users

No contact visibility and
management

except personal email

Pro

View:

e Pro users

e Associate users
o Jailed users
o Site contacts

Create and manage
personal contacts

except personal email

Permissions of predefined user groups can be easily updated to match your needs.

Besides you can create your own user groups and assign your users to any group you wish. Learn

more user groups.

2.3 Contacts in the account

Contacts are grouped into 2 categories: personal and site. The major difference between them is their

visibility by other account users.

o Personal contacts are visible to only their creators. Permissions to have a list of personal contacts
are granted to account owners, administrators and Pro users.
o Site contacts are created and managed by the account owners or administrators and are visible
to their creators as well as Pro users.

For more information see www.maytech.net
Or call us: International & UK +44 (0) 189 286 1222
USA & Canada 1 800 592 1906

Quatrix Administration Guide | p. 21

Version: 8.0 | September 2023
Author: Maytech


http://www.maytech.net/
https://docs.maytech.net/quatrix/quatrix-administration-guide/user-management#UserManagement-Usergroups

Quatrix

Professional, secure and easy-to-use file sharing

If you shared files with someone who is new in Quatrix account, their email will be automatically

added as Personal contact to the Contacts list.

As contacts are not licensed in Quatrix, they cannnot log in to Quatrix and share files with other
account participants. But they can only get shares and file sharing requests from Quatrix users. In
order to make one repository of files and file requests for contacts we released Contact's Home Page.
This page displays the Inbox tab with files and file requests from users. To log in to this page the
contact should follow the link from the file sharing email and register at first. Having logged in the

contact can download or return files.

= ’QQuctnx Inbox ( AY -

() REPLED DATE SENDE! EVENT SUBJECT
=1 Inbox

20 Jun 2023 14:43 Alison Case Share File share notification

30 Sep 2021 14:32 Tara Webster File request File sharing request

If the contact receives shares from several Quatrix accounts, there will be different Contact's Home
pages displaying shares and file requests of each account separately. The contact can log in to
these pages with the same password.

Check out Contact Management to learn more how to add, edit or delete a contact.
How to share encrypted files with your contacts?

If you would like to share encrypted files with your contacts, you need to get PGP keys generated by
them. Go to the Contacts tab, select the contact(s) and send PGP key generation request. As soon as

your contact generates PGP keys, you can share encrypted files.
How to convert your contact to a user?

Only account owner or admin can convert a contact to a user. The conversion can be performed on
the Contacts tab by selecting an appropriate contact and clicking on the Convert button from the top

or right-click menu.

Contacts o B -
[ Requestfiles  [# Share files 2 Edit @ Convert 4 Request PGP keys T Delete 1 of 12 items selected Filter by name, email, notes =
B () name EMAIL GROUP 4 CREATED ON PGP KE
Kelly Lennington kelly.lennington@maytech.net Associate 15 Dec 2020
Jack Right Jack right@maytech net Jailed 26 Nov 2020 P
Teresa Robinson teresa.robinson@maytech.net My contacts 20Jun 2023
john.smith john.smith@maytech.net My contacts 19 Jun 2023
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A newly created user is assigned to the Pro group by default. You may change the group while the

conversion by selecting any desired one from the drop-down list.

Convert contact to user X
Email
elisa.lam@maytech.net
Group @
Pro -
Jailed
Associate
Pro

If you convert a contact to a user, you need to purchase an additional licence.
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3 User Management

¢ User groups

* Adding a user group

* Managing user groups
¢ Adding or deleting group members
+ Managing group access

o Editing a user group

o Deleting a user group

¢ Adding a user
¢ Adding multiple users at once

o Getting user info

o Editing a user

¢ Deleting a user

« Converting a contact to a user
o User visibility management

The owner or user with administration rights can manage account users on the Manage Users sub-
tab of the Administration tab.

= ") Guatrx Administration BEao®-
< Avoount Delads Manage Useis Menage Grovps Service Selings Quaraniine SSO
& File Fxplorer
[£ Share Files . - PP =
+ Add user Re Impur L users B2 Manaye Project Folders & Bdil 2 Passwaurd resel 3% Foree 27A - Moe 1 of 3 items selected Filter by name or email =
S Contacts
(R ActivityLag (5 NAMEA EMAL GROUP LAST LOGIN NOTES PGP KEY 268 ADMNIS
= Ac :
Alison Case alison.case@maytech.net Pro 19 Jun 2023 18:01 psl Lo SETP o Active 822.45 MB
& Asomasions -
Interal Workflowrs Dan el Clarks dan el.clarks@inaylechnel Sales 17 Apr2€23 1010 P R * Adive 0
External Workflows e
Jac<Right _ackright@mayrech.net Jailed 07 Fab2C22 1240 [S] P [TRIISCIEROn s Active O
Senedul Overview
£ Administration John Lee John.lee@maytech.net Pra 03 May 2023 15:28 ® Active 0O
B3 Biling
Kate lamington <ate tarringtcn@maytech.net Sales 08 Nov 2021 095/ 5] psl SHIP * Actve 0
Mike Frost mike frost@maytech.nat Pra 06 Mer 2023 12:34 B * Active 0
Tara Webster tarawebster@maytech.net Pra 17 Apr2c23 1013 P SFTP ® Active 513 GB
Teresa Amber teresaamber@mayrech.net Aesocata 03Jan 2023 11:20 ® Acive 0O
Peter Willson setwillsan@maytech.net Pra 15 Jun 2023 15:43 ® Acive 0

This tab displays a list of users with their names and emails, assigned group, last login date, notes,
PGP keys, 2FA, admin rights, SFTP availability, status and used storage. You can adjust the display of

the table to your needs by clicking on the gear icon and selecting necessary columns from the list.

Besides you can download user metadata in CSV format by clicking on the Export to CSV button. See

the screenshot below.
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Administration

+ Add user Pe

Alison Case
Danial Clarks
ack Right
lohn Lee

Kate Tarrington
Mike Frost
Tara Webster

Teresa Amber

Peter Wilson

Accourt Detsils  Manage Usars

mport users

Msnage Groups  Service Sattings

g Marage Projsct Tolders

alison.casc@maytech.nct

daniel.clarks@maytech.net

jack fight@maytech net

Jonnlee@maytech.net

katearington@mavtech.ret

mikefrost@maytech.net

tara.webster@maytech.net

terzsa amber@maytech.net

petwillson@maytech.net

£ Tdit @ Password rese

Quarsntine

Sales

Pro

Pro

Assoziate

Pro

$S0

19 Jun 2023 18:01

17 Apr 2023 10:10

07 Feby 2022 10:40

03 May 202315228

08 Nov 2021 09:57

06 Mar 2023 12:34

17 Apr 2023 10:13

03 J2n 2023 2120

165Jun 2023 16:43

o

1 of 9 items sclected

\\\\\\

P

Po

Upgrade ORI (- N1

Filte by name or ema'l =

SITP

SFTP

SFTP

SETTING

¢ Name

Group

. Last legin
Notes

PGP key

2FA
Administrator
Services
Status

® £ Expires
Storage used
o [ Quota
Reserved
storage
Unicue lagin

Export to CSV
.

® Active O

3.1 User groups

User groups are a great way to share your account with multiple users with your desired sharing and

access permissions.

As an owner or admin, you can allow users of a specific group to share and request files, to track

shares, to manage personal or site contacts, users and automations.

It's quite easier to handle permissions if they are in groups rather than with individual users. When you

grant access to Automations for the sales manager and adjust required sharing permissions, it will be

a painful and time-consuming job to reset all permissions to another user when a new sales manager

joins the company. User groups simplify your work here, all you need to do is to add a new user to the

required group.

The following 3 predefined user groups are created by default:

e Pro Users can view and share files with other Pro users, Associate users and site contacts.
Besides they can create a list of their own Personal Contacts that are invisible to you as the
administrator.

» Associate Users can view only Pro users and share files with them. They cannot share to the
outside world. This facilitates the flow of data from external partners into your organisation whilst

preventing external partners from making unauthorised use of your Quatrix site.

» Jailed Users have access to files from Projects Shared With Me.

Permissions of predefined user groups can be updated.
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3.1.1 Adding a user group

1. Go to Administration and open Manage groups sub-tab.

= ‘Q Quatrix Administration Upgrade [RONN "=l IS
§ Account Details Manage Users Manage Groups Service Settings Quarantine SSO
& File Explorer
2 )
Ly SEDRS + Add group Filter by name and permissions
A} Contacts
[ Activity Log () NamE T MEMBERS ~ LINKS PERMISSIONS
Associate 1 1 Share
Automations -
Intemal Workflows Jailed 1 0
External Workflows
Pro W 5 3 Share, Contacts
Schedule Overview
82 Administration Sales 2 1 Share, Automations, Site contact

2. Click on Add group button which opens a form for creating your group.

Add group X

Name

Your Group

Permissions to manage:

Share Users
Personal contacts Automations

Site contacts

Lock in "Projects Shared With Me" folder ()
Show users of Project Folders ()

Set as default group

Cancel m

3. Name your group and select permissions for group members:

Share - share and request files; tracking;
Personal contacts - add, edit or delete your personal contacts;
Site contacts - add, edit or delete site contacts;

Users - manage users of the linked groups;

a B W N -

Automations - create, update and delete automations.

4. Tick the check box Lock in Projects Shared With Me folder if you would like to jail your group
members only to the folder with the shared PFs.

5. Tick the box Show users of Project Folders if you want to make users of PFs and their

permissions visible to group members.
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6. You can make your group a default one by ticking Set as default group. It will be displayed with

the orange star in the list of groups.

When you add a new user and select the default group, it won't be Pro if you updated it to

your desired group, but your changed one.

Add user X
Language
English v
Security PIN &
Group O
.
Administrator (D Billing

SFTP

Unique
login

Login with SSO only
Expiry date

[ P SRR

Cancel Save

7. Click Save and your group will be added to the list on the Manage Groups sub-tab.

All your created user groups are added to the list on the Manage groups sub-tab and displayed in

alphabetical order.

Account Details Manage Users Manage Groups Service Settings SSO

83 Filter by name and permissions
NAME 4 MEMBERS  LINKS PERMISSIONS
Associate 4 1 Share
Jailed 2 0
Pro 13 4 Share, Contacts
Sales 0 0 Share, Automations, Users, Contacts, Site co...
Sales Admin 0 1 Users

The table with groups displays number of group members, number of linked groups and a brief

description of assignhed permissions.

You can filter table contents by name or permissions.
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3.1.2 Managing user groups

3.1.2.1 Adding or deleting group members

Once the group is created, you can add group members by clicking on Manage users button from the

top menu (or select an appropriate option from the right-click menu).

The form Manage users allows you to add users to the group or move them to the desired group.

Manage users X
Group: Pro
ype to search
NAME 1 EMAIL ACTION
Jane Doe jone.doe@maytech.net >
Kelly Fox kelly fox@maytech.net ->
John Doe John.doe@maytech.net >
Max Clarkson max.clarkson@maytech.net >
Henrik Sobalski hen.sobalski@maytech.net ->
Katherine Schmidt kath.schmidt@maytech.net >
A user can belong to one user group.

Owners or administrators determine permissions allowed for group members and this is under their

responsibility to inform the users about any changes in the group.

Users are not automatically notified that they are added or deleted to a specific group. They would be
able to perform actions according to allowed permissions.

3.1.2.2 Managing group access
You can manage the access of group members to specific groups, including site contacts, on the

Access to form which can be opened by selecting a appropriate option from the top or right-click

menu.
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Access to X
Group: Pro
Add aroups View -
NAME 1 FERNMISSIONS ACTICN
Associate View w
Jailed Manage ~ w
Pro View v w
Pro with automations View v w
Site contacts View w
Cancel m

1. Open the Access to form by clicking on the corresponding button from the top menu.
2. Type the group or select it from the drop-down list.

3. Determine what access type you would like to apply:

o View - display members of the linked group;
* Manage - add, edit and delete members of the linked group.

The group with less permissions cannot manage the one with more permissions, their
members can have only View permission.
4. Add groups and save.

Your added groups are displayed in the list where you can edit permissions or delete some groups

from the list.

If you created a group without adjusting appropriate group access, in other words you didn't link
any groups or contacts to your group, you won't be able to perform specific actions in the

account e.g. file sharing cannot be performed as there aren't required members in the list.

You can link other groups or contacts to your group on the Access to form as described above.

3.1.3 Editing a user group

You can simply edit your user group by selecting an appropriate option from the top or right-click

menu.

All permissions of predefined groups (pro, associate, jailed), except names, can be edited.
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3.1.4 Deleting a user group

Any group you created can be easily deleted by clicking the Delete icon from the top menu.

Predefined groups (pro, associate, jailed) cannot be deleted.

The Delete group form allows you to move group members to another group by selecting a

appropriate one from the drop-down list.

User groups are intended to help you make your user management easier and more effective.

3.2 Adding a user

If you would like to add a new user to your Quatrix account, follow the steps below:

1. Go to the Administration tab and open Manage users sub-tab.

2. Click on the Add user button from the top menu.

Administration

Account Details Manage Users Manage Groups

(5 NaME t EMAI

Alison Case
Daniel Clarks daniel.clarks@maytech.net
Jack Right Jjack-right@maytech.net

John Lee john.lee@maytech.net

alison.case@maytech.n...

Service Settings

+ Adduser [|ENITERSEIRES P3 Manage Project Faolders £ Edit

GROUP

Pro

Sales

lailed

Quarantine SS0

@ Password reset

21 Jun 2023 16:2;

17 Apr 2023 10:10

07 Feb 2022 10:40

03 May 2023 15:28

3% Force 2FA

NOTES

B

™ o

=+ More

ADMINI SERVICES

1 of 9 items selected Filter by name or email

STATUS EXPIRES

P SFTP ® Active
R ® Active
® Active
* Active

N

822.64 ME

0

0
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3. Specify your user details and additional adjustments on the Add user dialog box:

Add user X
Email
Name
Quota
Unlimited -
Reserved disk space
0 MB v
Language
English -
| Security PIN (O
Group @
Pro v
] Administrator (D | Billing &
SFTP
Unique login
Cancel

user name and email
b. quota - unlimited by default (=account storage), you can specify the storage limit for this user

c. reserved disc space - specify if you wish to reserve specific amount of storage to your desired
user

d. language - English, German or Chinese
e. security PIN - optional PIN the user must enter when registering and setting password

f. user group - Pro, Associate or Jailed (predefined) or your own group. Learn more about user
roles and their permissions

g. administrator rights - only to pro users
h. billing - permission to manage invoices and payments (only to pro and associate users)
i. unique login - if you wish your user to log in to SFTP using unique login credentials
j. login with SSO only - allows the user to access his account only using SSO
k. SFTP - permission to use SFTP
[. active - activate or deactivate the user. Deactivated users won't be able to log in
m. expiry date - set the time up to which the user can log in and use Quatrix services
n. notes
4. Click on the Save button.

For additional security, you can adjust a security PIN for the user to enter while registering to

Quatrix.
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3.2.1 Adding multiple users at once

In order to save your time for manual adding of multiple users (e.g. 50 or 100), you can use our Import

users from CSV file feature. It allows to automatically add your users from previously generated CSV

file.

Follow the steps below to add multiple users:

1. Click on Import users button from the top menu on the Manage users sub-tab.

= :! Quatrix Administration
P Account Datails ~ Manage Users ~ Manage Groups  Service Settings  Quarartine  SSO
£ File Exporer
#® Share Files N .
+ Add user [{NENITITIIIEERS [3 Manage Project Folders ¢ Edt @ Pzsswordreset 3% Force2FA - More
A2 Contacts
E:D\ Activity Log 1'\ NAME T EMAIL GROUP LAST LOGI OTES PGP KZY ) ADM
Alison Case alison.case@maytech.n.. Pro 21 Jun 2023 16:2; L By
& Automations -
Internal Workflows Daniel Clarks daniel.clarks@maytechnet  Sales 17 Apr2023 10:10 B
External Workflows
Jzck Right jack rightigmaytach.net lailec U/ reb 20221040 F L
Schedule Overview
@5 Administration lahn | e john lee@maytech net Pro 03 May 3073 1578

AC

109 items selected Filter by name or emall

IN.  SERVICES ~ STATUS
SFTP @ Active 822.64 ME

* Acive 0

* Aciva 0

® Activa 0

2. Prepare CSV file that should contain the following fields:

a. user email

b. user name

c. status (active or not)

d. Administrator - - yes or no
e

f

PIN - learn details on Adjust PIN code user registration access.

Import from CSV
CSV Fleles:
lield Required Detault
- yes NiA
- enad
zotive does user have active status Y no Y
orN
sdmin does user have admin no N
permissinns, Y or N
am.n Pro
pin ser muslentss
and setting
enabla_sfio enable SFTP %o~ user no N
sfte login sets SFTP lagin, Avzilab con v no
wailh Ded caled I¥
File example:
enail,na dmic, arous, pz le_sftp,sftp_login
enaildquatrix.it,lohn,Y,N,Pro,12345,Y, john
Cancel

Click on the Next button, choose your CSV file and click on Import.
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Import from CSY

acive acmin class
¥ A
¥

As soon as the import is completed, your users will be automatically added to the account.

Emails already stored in Quatrix won't be imported. If the format is not corresponding, the import

won't be allowed until it is corrected.

SFTP can't be adjusted while importing. It can be adjusted while editing one or multiple users.

A CSV file would be rejected if it contains more records than available licences.
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3.3 Getting userinfo

In order to learn more details about your user, select the check box next to the desired one, click on

More from the top menu and select the User information option. This opens the form with details

about the user.

Administration oty O (AS) -
AccountUetals  Menage Jsers  Manage Groups  Service Sellings  Quarantine S50
+ Add user [EEEEITIRCHIIEE Fa Manage Project Folders 2 Edit () Password reset 39, Force 2FA. o More 10f & items selected Filter by name or emai =
B (5 onamen MAIL GROU LAST LOGN noies | ¥ RequestPGPkeys SEHVICES  SIAIU EXHIHES siunace. 4
92 Manage SSH keys
Alison Case alison.case@ User information = - - N SFTP o Active 822.67 M
() Userinformation
- ek
Daniel Clar<s daniel.clarks§ T Delste R o Acive 0
Jack Right jack.rightim: B pal ® Aciive o
"1 JohnLes Jehn leefima o Active o
Kata Tarrington katatarrington », =] ye SFTP  Active 0
2
Mike Frost mikefrost@ms B o Active 0
Geman
") Tara wehster tara wehster@)| e e pe SFTP @ Acive 513GR
etee: P R—
lane Doe jane. doe@may o Acive 0
in
lohn Dog joha.doe@maytech.net Pro 18 Jun 2023 21:46 « Acive o

The form displays user's name and email. path to the home folder, dates when the user was created

or updated, last logged in and last changed the password, account owner and direct administrator

(the admin who created the user), assigned quota limit, reserved storage amount, group, language,

PGP keys and notes.

3.4 Editing a user

To change user details or update permissions:

1. Select the check box next to the user you would like to

top or right-click menu.

edit and click on the Edit button from the

‘Q Quatrix  Administration

AccountDetals  Manage Users  Manage Groups  Service Settings ~ Quarantine  SSO

& File Explorer

[# Shars Files N _

FRUNCTECS . Import users [2 Manage Prcject Folders | £ Edit | & Password reset
£ Contacis
[52 Activity Log 0 () namET EMAIL GROUP LASTLOGIN

Alison Case alison.case@maytech.n.. Pro 23 Jun 2023 18:31
2 Automations -
Interaal Workflows Daniel Clarks danielclarks@maytech.net  Sales 17 Apr 2023 10:10
External Workflows
Jack Right jack.right@maytech net Jaied €7 Feb 2022 10:40
Schedule Overview
£ Administration John Lee John.lee@maytech.net Pro C3 May 2023 1528
B3 Billing
Kate Tarrington katetarrington@maytechnet  Sales €8 Nov 2021 09:57

o @ -
3% Force 2FA -=- More Lol9items selecled Fifter by name or email S
NOTES PGPKEY 24 ADMINL.  SERVICES STATUS  EXPIRE STORAGE.{E)
R SFTP ® Active 82267 M
R ® Active 0
S * Active 0
® Active o
= p SFTP * Active 0o
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2. Change user details in the Edit user dialog box.

Edit user

Email

jackright@maytech.net

Name
Jack Right

Quota
5 MB -

Reserved disk space

C MB

Language
German -

Group @
Jailed -

Administrator O Billing &

SFTP

Unigue login

Login with SSO only
Expiry date
Active &
Notes
One-time contractor

Cencel m

3. Click the Save button.

You get the notification that the user's profile has successfully been edited.

Possible user update cases:

 if you would like to set the limit for user storage, specify the quota amount, reserve some
storage;

e user group update allows you to control account access permissions e.g. you can update pro
user to jailed user that limits the access to only Projects shared with me folder;

» grant administrative or billing rights if you would like your user to cover account administration or
invoice payment;

e enable or disable SFTP;

o activate or deactivate the user - make your account unavailable to access;

» set the expiry date when the service will be unavailable;

e update login methods - unique login or SSO only;

» switch the language of the user: from English to German or Chinese, or vice versa.
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3.5 Deleting a user

To delete a user select the check box next to the user you would like to remove, click on the Delete
option from the top menu and confirm the deletion. The deleted user won't be able to access their

Quatrix account.

Administration P © (ac)
Account Details  Manage Users  Manage Groups  Service Settings  Quarantine  5SO
+ Adduser [JEEMETNRIIIEETS F3 Manage Project Folders ¢ Edit (& Password reset & Force 2FA  +-- More 10f 9 items selected Filter by name or email =
@ () namer EMAI GROUP ASTLOGIN Notes | 40 RequestPGPkeys | oo semices  sTATUS  BXPRES STORAGE {2
72 Manage SSH keys
Alison Case alison.case@maytech.n.. Pro 02 Jul 2023 11:29 . N B SFTP ® Active 822.67 M
(i) User information
Daniel Clarks daniel.clarks@maytech.net Sales 17 Apr 2023 10:10 1 Delete P ® Active 0
Jack Right jack right@maytech.net Jailed 07 Feb 2022 10:40 5] L ® Active 0

If you tick the Delete Home Folder check box while confirming the deletion, all files of the
selected user will be deleted. If not, their home folder will stay in the file system and you will be
able to access it.

Delete user X

@ All related Project Folders and created users
will be deleted.

Are you sure you want to delete user Jack Right
(jack.right@maytech.net)?

Delete Home Folder

3.6 Converting a contact to a user

If you shared files with someone whose email wasn't used in Quatrix account, this email is
automatically written to My Contacts list. You can easily convert your contact (either My or Site) to
any user (Pro user - by default) by selecting the contact and clicking on the Convert button on the

menu or selecting an appropriate menu option from the right-click menu.
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Contacts O (ac) -
] Requestfiles  [# Sharefiles & Edit @ Convert  $° RequestPGPkeys T Delete 1of 12items selected | Filter by name, email, notes | =
B () name EMAIL GROUP 1 CREATED ON PGP KEY NOTES ]
Kelly Lenningtan kellylennington@maytech.net Associate 15 Dec 2020
Jack Right Jack right@maytech.net Jailed 26 Nov 2020 P
Teresa Robinson teresa.robinson@maytech.net My contacts 20Jun 2023
john.smith john.smith@maytech.net My contacts 19 Jun 2023
The conversion of users to contacts is not possible.

3.7 User visibility management

User visibility module is available on request.

This feature enables account owners and administrators to create and manage user links which

provides better user visibility and leads to more accurate user management.

/ /
0O~ - )
|

Al

The diagram above illustrates how this feature works. If you created a special group of users called
Jailed VIP, and isolated them from other users in the account by setting required permissions, their
visibility will be limited. Users of the default Pro group can see all members of the Jailed group by
default, but at the same time Pro users cannot access any of the users from the Jailed VIP group. But
if you want to dig deeper and manage visibility on the user-to-user basis, e.g. allow the Pro user 1

see only Jane and Jack from the Jailed VIP user group, user-to-user visibility feature is what you

need.
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It allows setting a required visibility to individual users of the group rather than assigning required

visibility to all group members.

= ") Guatr Administration > @ -

© File Explorer AccountDetails  ManageUsers  Manage Links  Manage Groups  Service Settngs  Quarantne 550

> Share Files

A\ Cantacts Linked to - Users Visible to

G Activity Log Filter by name or email i

Sort by: Name ~ 17 Shaw: Have the links = Sart by:Name: » 17

% Automations
& Autamation: i

@il 11 Delete selected

Intemal Workflows. EMAIL VISIBILITY
NAM EMAIL VISIE

External Workfows
i Dorota Bailey
Sche dorota.o c

3 Admi

O 8illing

You can manage user links and adjust appropriate user visibility on the Manage links sub-tab of the

Administration tab.

1. Select the user in the middle column.
This column can be sorted by Name or availability of links which makes your search easier.

2. Manage users that are linked to this user in the Linked to column.

1. To add a user, type the email in the Add user to link field and click on Add button.
2. To delete a user, select the one and click on Delete selected button.
3. To manage email visibility, click on Hide email which will display only the name.

If you select Hide email, only PF sharing will be allowed, as other actions in the account,

e.g. file sharing or other actions, require emails for performance.

3. Manage users who can see the selected user in the right column.

1. To add a user, type the email in the Add user to link field and click on Add button.

4. Save changes.
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4 Account Activity Tracking

Account owners and admins can get a bird's-eye view of account activity from the Activity log tab.
This includes recent sharing activities of the account users, revoked shares, created quick links and
file requests.

= ") Quatrix Activity Log 3o -
- 25)un 2023 ~ 02 u1 2023 (5] All Users v Export Audit Trail
£ File Explorer
(@ Share Files (5 oar VENT cney MEMIER PROTOZC
aRlCorec » 02 Jul 2023 11.56.07 Lugin Tara Webster (larg.websler@imaylechanel) 'WEB
R Activity Log
» 02 Jul 2023 1156565 Logaut Alison Case (alison.cozc@maytech net] WEB
& Autemations -
. » 02 Jul 2023 11:65:34 Contact Updaze Alison Case (alison case@maytech net! WEB
Exts | Worlflows
emal Workdlow: » 02 Jul 2023 11:56:05 Usar Updaze Alison Case (alison cace@maytech net| WEB
Schedule Overview
@ Administration » 02 Jul 2023 11:54:36 Project-Folder Updaze Alison Case (alison.case@maytech net! WEB
55 Billrg
» 02 1ul 2023 11:54:36 File Wakedit Alison Case (alison.case@maytech net! WEB

4.1 Activity log display
The Activity log tab allows you to adjust the display of your account activity by selecting a date range

and users at the top. The log displays user actions and the date and time these actions were
performed.

The default setting of the Activity log is to show your actions for a recent week. If you would like to
check all users and their actions, select All users from the drop-down. To dig deeper into each action,

you may click on the desired action and learn additional details about it.

Activity Log C @ -
25 Jun 2323 - 02 jl 2023 E Al Uscrs b Export Audit Irail
C3 ome o AL 101 o s

~ 02Ju 2023 12:3534 Contacz Upsate Alison Case [allson.case@maytecnet) WE3
v news[.) a
notes: Extsrnal contractor
> okd:()
name: jehn.smith
emall: ohn.sm th@maytecnnet
» 02Ju 2023 12:56:05 User Upcate Alison Case [allson.case@maytecanet) WE3

Besides you can have details of all possible actions in the account by generating a full report of
account activity across your Quatrix account for a specific period by clicking on the Export Audit Trail
button in the top right-hand corner. The report will be generated in CSV format and will contain user
login activity, password changes, their sharing actions and deletions as well as SFTP actions. See

how the report looks like below:
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Activity log for all users

Time Event Action ‘ﬂlnl'l User name  Emall User status  Protocol Payload

2023-06-28 06:54:07.898 | iogin 176.107.34.162 | Alison Carse | glison case@maylachnat | A web {"error”: null, *action”: *login®. “pessed™: brue, *roke id": "83d0Sbab-cBId-4603-901b-4016e0045c02". "user id": "08d74212-cA0d-4586-al74
2023-06-28 06:54:10.828 | Iogin 176.107.34.162 | Alison Cese | elison case@maylachnat | A web {"error”: null, *action”: *login®. “pessed™: brue, *roke id": "83d0Sbab-cBId-4603-9c1b-4016e0045c02". "user id": "08d74212-cA0d-4586-al74
2023-06-28 14:30:00.085 | automation | update rovisian {'newi: {"options": *{\'ts\" 1630664268, \' periodh ' \'1 waek)!, \'next_run\': \'2028-06-29T14:13:18Y", \racipientsy’ : [\"88d09ba6-cAid-46d
2023-06-29 14:30:07.592 | file-tag create {'nevi': ("type": "2’ 'value': 'aliscn.case@maytech.net"}, "cid': null, ‘file": {"Id": *12365c5b-TeeD-455d-981d-419740¢c3¢28", "path': "/Ad
2023-06-29 14:30:07.592 | file- tuy create {'newi': {"lype": "rom”, "value " “glison.case@maytech.net}, "old™: null. *fia ' {'id": '1b385c5h-7ee0-4554-981d . "path”: *4
2023-07-01 15:02:18.783 | lagin 176.107.34.163 | Alison Case | alison. ot A web {*arror: null, *action®: 'login®, "passad®: true, *role_id" Bfd-4603-9c7Tb-dg ", *user_id": *08c74212-6400-4686-af74
2023-07-01 15:02:21.161 | login 176.107.24.162 | Alison Case | alison.case@maytech.net | A web {"error": null, "action®: 'login”, "passed": trus, ‘role_id": " 6fd-4623-9¢ 1b-dc 5c02", "user_Id": '08di74212-c40d-4506-af7
2023-07-02 06:05:21.434 | login 176.107.34.162 | Alison Carse | glisor. rat A web {error'z null, *setion”: *login®. “pessad”: true, *role id": "8Id0Sba-oBld-4603-0c1b-4016e0045002". "user id": "08d74212-cA0d-4586-a1 74
2023-07-02 06:06:25.092 | lagin 176.107.34.162 | Alison Case | elison.caze@maylachnat | A web {"error: null, *action”: *login®. “pessad™: brue, *roke id": "BId0Sbab-oBId-4603-9c7b-401660045¢02". "user id": "08d74212-cA0d-4586-al74
2023-07-02 09:20:30.427 | lagin 176.107.34.162 | Alison Case | alison nat A web {*arror: null, *action®: 'login®, "passad®: true, *role_id* Bfd-4603-8cTb-dc " *user_id": *08c174212-0400-1686-a17
2023-07-02 09:29:41.884 | iogin 176.107.34.162 | Allson Case | alison.case@maytech.net | A web {"error’: null, *action®: 'login’, "passed™: trus, ‘role_id": "63d0Sba6-c6fd-4653-9c 1b-4516€0045¢02", "user_Id": '08¢74212-c40d-4506-af7q
2023-07-02 09:53:41.584 | file Upload | 176.107.24.162 | Alison Case ‘mmmmm A web {"patn’: */Oulgoing Sheres/DeleteUserong”, *files ' |%id": ' e30lcBal-dclo-d4502-8768-426b01d 14al8". *path: /Cuigoing Shares/DeleteUse
2023-07-02 09:53:41.801 | file-tag ceata | 176.107.34.162 | Alison Case | alison.casa@maytachnat | A web {'new': "type": *rom", "valus - “glison.casa@imaytech.ngr'}, “old": null, *fila ' {'id": 'e807cRaT-dofe-4562-8766-426b811 418", path: /0
2023-07-02 09:53:41.901 | file-tag create v|76.107‘34.162 Alison Case ‘I\\wr.cﬂ.@r\lﬂnh,rﬁ A web {"nevi": {"type": “c* "1 "allscn.case+20@maytech.net”}, "old": null, * a": "e30fcBa! ~4cfe-4502-876€-426297c 14af€’, ‘path™: */J
2023-07-02 09:53:42.294 | sharz create | 176.107.34.162 | Alison Case | glison.case@maylachnat | A web {'pin™: null, “files" fe8e1-dcie-45e2-8786-4266971 4618, "paln”: */Oulgoing Shares/DelateUser. png®, "size™: 42865, "type ' "F'}
2023-07-02 09:54:36.084 | file makedir | 176.107.34.162 | Alison Case | glison.casa@maytach.oat | A web {'name': 'Projeat Dasign®, *filas": [[*id": *76d5371a-c561-407-3c70-84129881dd34", *path™: '/Projact Design”, 'tysa® "D, "tamgat": {'id":
2023-07-02 09:54:36.128 | croject-foicer create | 176.107.34.162 | Alison Case | alison.case@maytechnet | A ‘web {'nevi": {"name": *Project Design". "notify": *f", "status': "A’, *creator_Id": '39d09bas-défd-+5d3-Sc1b \ "allow_user_list": "
2023-07-02 09:54:38.128 | croject-folcer | updale | 176.107.34.162 | Alison Case | glison case@maylachnat | A web {'newi': {'notily™: "1, *siEtus™: A%, "group id": nul, "sccount id": *BeaduSal-3565-4613-b2d3-81e0a12de117". "operations™: " (dovinloas o
2023-07-02 09:54:38.128 | croject-folcer | update ’175.107.34.152 Alison Case | glison, pat A web {'newi: {"notily™: "1". *stEtus™ "A", "group id": null, "eccount id”: 'BeedaSal-3565-4618-b333-B1elal2del17". "oparations™: " [dovinload,ci
2023-07-02 09:55:06.571 | user update | 176.107.34.162 | Alison Case | alison.casa@maytachoat | A web {*news': {"rasarvation®: *5000000'}, *old': *racarvation®: '-1%, 'rame’: Yuka®, ‘amail": *yulia@matech.oe

The Audit trail contains the following records:

¢ Account actions: account creation and updates;

e Log-in and log-out actions: when the user logs in or fails to log in and logs out of Quatrix;

o User and contact actions: creation, deletion, updates and moves between groups;

o Groups: creation, modification and deletion;

o Automations: details about automatic rules and their updates;

e Share actions: sharing, revoking or downloading files, creating or revoking quick links, requesting
files and returning them back;

o Project folder actions: creation, modification and deletion;

» File actions: file upload and download, modification and deletion.

 File tags: creation and deletion.

If you would like to have these reports automatically generated, you can create a rule on the

Automation tab. Learn more about automatic generation of Audit Trail reports here.

4.1.1 Revoke the access to shares

You can revoke or disable the access to the share by clicking on the Revoke button from the Share

information dialog box. The revocation cannot be reverted that's why the share won't be accessible

either to the admin or to the user. The revoked share is grayed out in the list on the Activity log tab.
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Share Files

07 )0 2073, 11:53

19061 2033,22:00

File shara nosidieation

29 301 2023,16:30

1901 2023, 2158 File share nzificstion

19301 2023, 2156 File share nzificetion

Share information

John smtnEmatach et

ehnsmithEmapiechne.

jehnzmithGmaytechaet

et by subject

o © © © © © © © © © o

«@

4.2 Track sharing within your account

You can keep track of user sharing activity on the Tracking sub-tab of the Share files tab.

Share Files

ShareFiles  T-acking

Alison Case alison.cose@maytechnet

} CATE &

19 Jun 2023, 22:01

19 Jun 2023, 22:00

19 Jun 2023, 21:58

19 Jun 2023, 21:56

File haring request

File chare notification

File share notification

File chare notification

RECIPIENTS

alizon.case@maytech.net

john.smith@maytechnet

john.smith@maytechnet

john smith@maytech.net

® Active

® Active

® Active

* Active

Fiter by subjoct

e o o o

A -

It displays sharing actions of the current user by default. To get details of shares of a certain user,

select the one from the drop-down list. The following sharing actions are displayed:

» shared files - with your subject or the default "File sharing notification”,
e shared quick link - with the default subject "Quick link",

e requested files - with the default subject "File sharing request",

o returned files - with the default subject "Re: File sharing request”,
e revoked shares - grayed out in the list.

Besides the Tracking tab contains date and time the sharing action was performed as well as its

recipients.

Every above mentioned sharing action contains additional information on the Share information dialog

box which can be opened by left-clicking on it. The Share information displays the share type; date

and time it was shared, released or expired; its subject; the status (active, revoked or expired); the

download link and the download info with the file size and number of downloads.
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Share information

Details:

Type:

Date:

Recipients:
Subject:

Release date:
Expiry date:
Destination folder:
Status:

Download link:

Return files link:

Files:

Restricted

19 Jun 2023, 22:00

Jjohn.smith@maytech.net

File share notification

19 Jun 2023 22:00

Never expire

Nincoming Shares

Active
https:/fcase.quatrix.it/download/08d8d311-3e93-47be-3dcd-976a3d007e79
https:/fcase.quatrix.it/files-return/08d8d311-3e93-47be-9dcd-976a3d007e79

SIZE DOWNLOADS

logo_maytech_original_full(2).svg 12.64KB )

Close
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5 Automations

Improve your productivity by automating workflows t

Automate your internal and external actions in the account
by creating no code automated workflows

Automations allow you to improve your productivity by automating some of your activities in the
account. For example, if you would like to save the account storage and avoid chances of your
account being overpopulated with junk data, you can add a rule to perform the deletion of files inside
your selected folder.

¢ |nternal Workflows
e External Workflows

The schedule overview tab displays all automations that run automatically on the specified schedule.

= ’Q Quatrix Automations - Schedule Overview m > @@ -

File Explorer Filter by schedule, rule number or name

Share Files

2R @

Contacts
At04:00 PM, on day 1 of the month 888 Copying files Copying files. 29 Aug 2022 o Active

o

Activity Log

At 12:00 AM, only on Tuesday 976 Moving files Moving files 10 Jan 2023 o Active
% Automations -

Internal Workflows At 0B:00 PM, every day 1074 Maving files Moving files 08 Jun 2023 o Active
External Workflows
Schedule Overview

2 Administration

£ Biling

5.1 Internal Workflows

You can automate your actions in the account by setting up automation rules for internal workflows
such as moving files to a desired location, tidying up inactive users or contacts, cleaning up

unnecessary files.
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= Q Quatrix Automations - Internal Workflows

External Workflows
Schedule Overview
@ Administration

& Billing

File Operations Delete Files Delete Users Delete Contacts Generate Activity Reports

& File Explorer
[# Share Files "
+ Add automation
A Contacts
£ Activity Log () no.p NAME SOURCE DESTINATION
rd Archived files - Design /Marketing [Drafts
Automations -
Internal Workflows 16 Move to Archive /Daily Reports [Archive

START DATE

14 Dec 2022

15 Dec 2021

Yes

Yes

Upgrade ® (Ao -

Filter by name, source, destination or creator =
CREATED BY CREATED STATUS @
Alison Case 30)un20211228 e Active

Alison Case

16 Dec 2021 14:58 ® Active

e Automatic file movements

o Automatic deletion of files or folders

o Automatic deletion of inactive users

o Automatic deletion of inactive contacts
o Automatic generation of activity exports

5.1.1 Automatic file movements

This feature is the foundation of automatic file organizing flow. As you use your account to share and

upload files, it's easy to become buried in a sea of files with different names. That is the reason why it

is important to keep your account tidy and organise your files by creating folders and putting files

inside of them. You can automate the process by using automatic file movement feature. It will take a

few minutes of your time to set up a rule that will do it for you.

To move files automatically:

1. Navigate to Automations- Internal Workflows - File operations;
2. Click on the + Add automation button and specify the following:

Add automation X
Autormation name

Moving files I

Workflow

Move files -

Source folder

Select

" Include specific files that match certain patterns

Destination folder

Select

Create a new subfolder for every automatic file operation ()

Rename moved files ()

Apply to files older than day

Notify admins
alison.case@maytech.net X

Send notification on failure only

Run automatically on the specified schedule

Activate

Cancel m
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a. Automation name - Moving files by default;

Name your automations wisely

Automation name should be very clear and provide a self-descriptive idea about what file

movement should be done e.g. Archived files of Company 1.

b.Workflow - select move or copy files;

c. Source folder - select the folder from where you are going to move your files;
The Moving of subfolders is supported.

d.Include specific files that match certain patterns - you can specify what files should be moved
by typing a desired pattern e.g. *.pdf, *company_name¥*.
Only Glob patterns are supported
pattern:
{term}
term:

*' - matches any sequence of non-Separator characters '?' - matches any single non-
Separator character

T' [ "~ ]{ character-range } 'T' - character class (must be non-empty) ¢ - matches character
C (C !: I*I’ I?I, I\\I, I[I)

\\' ¢ - matches character ¢ character-range:

¢ - matches character c (c !'="\\', -, 'T") '\\' ¢ - matches character c

lo '-' hi - matches character ¢ forlo <= ¢ <= hi

e. Destination folder - select the folder to move your files to;

f. Create a new subfolder for every automatic file movement - your files will be added in a
separate subfolder with the date in the name;

g.Rename moved files - tick to add the date to every containing file;

h. Apply to files older than - specify the age that the file should reach to be moved;

i. Notify admins - type emails for notifications;

j. Send notification on failure only - ticked by default;

k. Run automatically on specified schedule - - add the frequency

|. Start date - pick the date when to start the rule;

m. Activate - tick to make it active.

3. Click Save.

Quatrix will monitor selected folders and when a file matches your conditions, it will move or copy it

automatically according to the created rule.
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5.1.2 Automatic deletion of files or folders

Delete Files sub-tab allows you to adjust the workflow for automatic deletion of files that are older

than a specified period of time.

Automations - Internal Workflows o 6 -
File Operations Delete Files Delete Users Delete Contacts Generate Activity Reports
Filter by assigned folder ar creator =
(5 Ne.a DAYS ASSIGNED TO CREATED BY CREATED STATUS 3
4 C eb 2 1
a) sid E 14: ® Di
E 120 days /Marketing Alison Case 25 Feb 2021 14:27
17 1day IArchive Alison Case 16 Dec 2021 15:09 o Active

To add a rule for auto-deletion, follow these steps:

1. Go to Automations-> Internal Workflows - Delete Files sub-tab.

2. Click on the + Add automation button and specify settings for the automatic deletion:

Add automation X

Choose folder

Select

Delete files older than

day

Emails for notifications (@

alison.case@maytech.net X

Keep folder structure
Skip home folder
Skip Project Folders
Delete files permanently without sending them to the Trash

Active

Cancel

a. Choose folder - click on the Select button at the top right to choose the folder where
you would like to activate the deletion. 1 folder for 1 rule!

b. Delete files older than - specify the time interval the deletion should be performed.
c. Emails for notifications - type in emails for file deletion notifications (your email is listed

by default).
d. Keep folder structure - tick this check box if you want to save the structure with folders
and
e. delete the contents of these folders.
f.  Skip home folder - tick if you intend to skip files of inactive users.
g. Skip Project Folders - tick to leave Project Folders.
h. Remove files permanently without sending them to the Trash.
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i. Active - tick if you would like to activate the rule.
3. Save the rule.

If there is an overlapping of auto-deletion rules, the rule created first will apply.

Your added rules will be displayed in the list and will contain brief information about the adjusted
deletion. All your listed rules can be easily managed by ticking the check box next to the rule and
selecting an appropriate option from the top menu. You can edit, delete, activate or deactivate auto-
deletion rules. The edition of the rule presupposes the change of previously specified settings. If you
delete the rule, it won't be either available or applicable. The deletion cannot be restored back.

To make the rule inactive, click on the Deactivate icon and this grays the rule out in the list. Whilst the

Activate rule icon allows to turn the rule on again.

Automations - Internal Workflows o & -

File Operations Delete Files Delete Users Delete Contacts Generate Activity Reports

£ Edit ® Deactivate [E Execution history T Delete 1 of 2 items selected Filter by assigned folder or creator =

(-] (j not DAYS ASSIGNED TO CREATED BY CREATED STATUS 3
120 days IProject Planning Kelly Clarkson 18 Jun 2021 16:26 @ Disabled

444 7 days /Project Planning/Subfolder 1 Kelly Clarkson 18 Jun 2021 16:27 ® Active

5.1.3 Automatic deletion of inactive users

In case where many users share a common account it is always advisable to delete inactive users on

a regular basis in order to control the appropriate usage of user licenses.

Automations - Internal Workflows © (aey -

File Operations ~ Delete Files  Delete Users  Delete Contacts  Genarate Activity Reports

-+ Add automation Filter by name or creator =
o, NAME IROUPS DAY CREATEDBY CREATED STATUS b
15 Deletion Jailed 30 days Alison Case 09 Nov 2021 1550 ® Active

To automate the process of cleaning up inactive users from your Quatrix account, follow the steps
below:

1. Go to Automations- Internal Workflows - Delete Users sub-tab.

2. Add arule by clicking + Add automation button from the top menu.
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3. Specify the deletion options:

Add automation X

Automation name

User deletion J

User groups for deletion

Protected users )

alison.case@maytech.net X

Move Home Folders to (D

Alison Case (alison.case@maytech.net) v

Inactive for more than

30 days

Notify admins

alison.case@maytech.net X

Send notification before user deletion in ()
1 day

Notify users

Activate

Cancel m

o

13

Automation name - enter an appropriate name for the automation;

. User groups for deletion - select user groups for deletion;

Protected users - specify users that will be skipped in the process of deletion;

. Move Home Folder to - select the administrator for moving files and folders of deleted users to a

special folder called “Removed User Homes"”. Each administrator of the system may have such a
folder if automated user deletion is targeted to them.

. This folder is automatically created the first time this operation is run for the specified

administrator. You can then further manage the data manually, or automatically using internal
workflows features.

Inactive for more than .. days - specify the number of days for which users have to be inactive;

g. Notify admins - type emails of administrators for notifications of deletion;

h. Send notification before user deletion ... days - define when to send notifications before user
deletion;
i. Notify users - tick if you would like to send notifications to users that will be deleted;
j. Activate - tick to activate the rule.
4. Click Save.
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4 Automatic deletion of inactive contacts

The more you share with new recipients, the more contacts you have in My Contacts list. Our system

automatically creates contacts for every new recipient of the share. It could be overwhelming to have

a large amount of contacts in the account. To address this, we would recommend to configure

automatic deletion of contacts that would allow you to filter out inactive, outdated or otherwise

unnecessary contacts without having to remove them manually.

You can configure automatic contact deletion on the Automations - Internal Workflows - Delete

Contacts sub-tab.

Automations - Internal Workflows

File Operations

~+ Add automation

(5 No. NAME

Delete Files Delete Users Delete Contacts Generate Activity Reports

Filter by name or creator

s

PROTECTED OWNERS CREATED RY CREATED STATUS

@

Delete my contacts 30 days Alison Case 16 Dec 2021 15:19 ® Active

1. Open Delete Contacts sub-tab of the Internal Workflows sub-tab.

2. Click on the + Add automation button and specify your desired settings for the deletion:

Add automation X
Automation name

Contact deletion
Protected owners (&
Inactive for more than

30 days
Notify admins

alison.case@maytech.net X

Pratect site contacts
Activate
s [

- 0 2 0 T o

Automation name - specify an appropriate name for the automation rule;

. Protected owners - users which contacts won't be deleted;

Inactive for more than .. days - number of days for which contacts have to be inactive;
Notify admins - emails of admins for notifications of deletion;

Protect site contacts - allows you to skip site contacts in the process of deletion;
Activate - tick if you would like to activate the rule.

3. Click Save
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5.1.5 Automatic generation of activity exports

Generate Activity Reports sub-tab provides a possibility to automatically receive logs in CSV format

(a comma-separated values file that allows data to be saved in a tabular format) with the account

activity on a regular basis.

To add a rule, follow the steps below:

Automations - Internal Workflows o (A ~
File Operations  Delete Files  Delete Users  Delere Contacts  Generate Activity Reports
Filter by assigned folder or creator =
, 11 o Disabled
hrical Do for 114 o Disabled
18 (Actiity Exports Alson Case 16 Dec 2021 1518 o Actve
The automation rules created by the owners cannot be updated or deleted by the administrators.

1. Open Generate Activity Reports sub-tab on the Internal Workflows sub-tab.

2. Click on the + Add automation button and adjust settings for the rule:

Add automation

Choose folder

Select

Emails for notifications ©

alison.case@maytech.net X

Start date Period
Pick start date E] Monthly
Active

X

® 20 T o

3. Save the rule.

For more information see www.maytech.net
Or call us: International & UK +44 (0) 189 286 1222
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Active - tick if you would like to activate the rule.

Choose folder - select the folder where you would like to store your activity logs;
Emails for notifications - type in emails for automatic activity log notifications;
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The logs will be stored in your specified folder in CSV format and sent to the listed recipients in the

email notifications.

If you would like to retrieve a log for the past period, go to the Activity Log tab and manually generate
a report there. In order to save your time in future, adjust the rule with the above instructions and

receive required logs with the specified frequency.

5.2 External Workflows

The Automation Module allows you to enable no code automated workflows between Quatrix and

major cloud services / internal applications.

Automating@dépnal
workflows in Quatrix

Video guide: https://vimeo.com/637081649

You can easily automate external file workflows such as transferring, copying or syncing files from
your Quatrix account to any remote site or vice versa by creating external automation rules that will

run with your specified file filters and on the desired schedule.

For more information see www.maytech.net Quatrix Administration Guide | p. 51
Or call us: International & UK +44 (0) 189 286 1222 Version: 8.0 | September 2023
USA & Canada 1 800 592 1906 Author: Maytech


http://www.maytech.net/
https://docs.maytech.net/quatrix/quatrix-administration-guide/account-activity-tracking

Quatrix

Professional, secure and easy-to-use file sharing

Quatrix Remote Agent is now available.

premise systems.

regulatory compliant manner.

It's a centrally managed client software for creating secure connections between Quatrix and on-

You can easily automate file exchange between on-premise networks and Quatrix in a secure and

External Workflows

£z Create pool

() NAME 7

RA Linux 1.4.5
£ AgentPool
RA 3

RAS

Remote Sites

Automations - External Workflows

Remote Agents

AGENT ID

8c5dbcb1-15b2-45ae-8d423-88883c..

0e675dac-93b5-4c54-879e-93b677...

c42782ee-b008-4d4e-a0b2-c5528cf...

@

D A

. —
Filter by name or comment >

STATUS VERSION LAST SEEN @

o Unreachable 8 months ago
@ Active
© Unreachable

a year ago

© Unreachable ayear ago

Let us know if you wish to try. Learn more.

Our step-by-step guide below will help you set up automations depending on the workflow.

¢ Add remote sites
o Set up your workflow

Current account

= ‘Q Quatrix Automations - External Workflows
< B External Workflows Remote Sites Remote Agents
& File Explorer
™ .
& SrpiEs 4+ Add automation
A Contacts
= Activity Log () No.a NAME SOURCE
30 Copy files from SFTP SFTP_TGS (Site)
Automations -
Internal Workflows 49 Move files
External Workflows
50 Move file to Agent P...  Current account
Schedule Overview
% Administration

® (B ~
Filter by name, source, destination or creator =

DESTINATION H CREATED BY MODIFIED ON STATUS @
Current account Yes John Doe 13Jul 2023 17:57 @ Active
Q (Site) No  John Doe 13Jul 2023 17:57 @ Active

AgentPool (Agent pool) No  John Doe 13 Jul 2023 17:5¢ @ Active
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5.2.1 Add remote sites

Quatrix requires information about your remote sites that should be specified prior to the creation of

automation on Remote Sites tab.

1. Go to Automations/External Workflows and open the Remote Sites sub-tab.

External Workflows Remote Sites

& File Explorer
# Share Fil
€ are Hies + Add remate site
2 Contacts
E2 Activity Log (5 NAME ©
SFTP_RGC
Automations -
Internal Workflows Tara's SFTP
External Workflows
Doe_SFTP
Schedule Overview
@3 Administration Case_QX

= ’Q Quatrix Automations - External Workflows

Remote Agents

SFTP

Quatrix Account

CREATED BY

RGC

Tara Webster

Jane Doe

Alison Case

® (1| -
Filter by name or creator i
JSED IN STATUS <3
0 ® Aclive
0 ® Disabled
0 @ Active
1 @ Active

2. Click on + Add remote site button and fill in required fields:

Add remote site

Type

Quatrix Account

Name

Your Remote Site

Hostname

APl Key ©

Access type O Private

Activate

Test connection

Cancel Save

X

a. Type - specify the type of the remote site:

e Quatrix account;

o SFTP server;

o S3 (cloud storage provider);

o Microsoft Azure blob storage;

e Backblaze;

e Google Cloud Storage;

e Microsoft OneDrive/ Sharepoint;
o Box;

e Dropbox.

b. Name - enter the name of your remote account.

For more information see www.maytech.net
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c. Fillin the required fields depending on the selected type.

3. Activate by ticking the check box and save the settings.

You can test your connection to the remote site by selecting the desired one from the list and
clicking on the Test connection button from the top menu.

Automations - External Workflows ® (| ~

External Workflows Remote Sites Remote Agents

® Test connection D Remole site information 1 of 12 itemns selected Filter by name or creator

@ () naMeEr TYPE CREATED 3Y USED IN STATUS ]

SFTP_RGC SFTP RGC 0 @ Active

SFTP Tara Webste 0 ¢ Disabled
Doe_SFTP SFTP Jane Doe 0 @ Active

Moreover, you can test the connection while adding or editing the remote site.

The list of your saved remote sites will be displayed on the Remote Sites tab where you can easily

manage them.

5.2.2 Set up your workflow

Follow the steps below to add a rule for automating your desired workflow.

1. Go to Automations and open External workflows.

2. Navigate to the Remote Sites sub-tab, click on + Add remote site button to add your remote sites
(see Add remote sites section above). Skip this step if you have already created a required
remote site connection.

3. Go to External Workflows sub-tab and click on + Add automation button This opens the form for

adding your desired automatic rule.

Automations - External Workflows ©® (b ~
External Workflows Remote Sites Remote Agents
Filter by name, source, destination or creator E
(5 No. NAME SOURCE DESTINATION H..  CREATED BY MODIFIED ON status €63
30 Copy files from SFTP SFTP_TGS (Site) Current account Yes John Doe 13 Jul 2023 17:57 @ Active

You can use already existing automations for creating the new ones. Select the desired

automation and click on the Duplicate button from the top or right-click menu.
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Add automation X

Automation name
Your name

Workflow
Move files -

Select source
Current account -

Choose folder

Select

Include specific files that match certain patterns
Delete empty source folders ©
Filter by age

Filter by size

Select destination
Maytech (Site - Quatrix Account) -

Type remote folder path
e.g. "home/folder_path" Choose folder

® Keep source folder structure including empty folders
Make reserve copy ©

Save backup

Notify admins

Jjane.doe@maytech.net x

Send notification on failurc only

Run automatically on the specified schedule

Notes

Activate

4. Enter the name for your automation.

5. Select a preferred workflow.

» Move files - allows you to move files to/from Quatrix and any remote site keeping the same file
structure.

e Sync files - you can keep folders on source and destination synced.

o Copy files - enables copying desired files form the source location to the destination skipping
already coped files.

6. Specify the source by selecting the remote site from the list.

7. Choose the folder from where you are going to transfer files.
8. Filter your files for the transfer:

« Include specific files that match certain patterns - allows you set the pattern that the files
should include to be transferred.
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o Delete empty source folders - tick if you want to delete empty folders from the source after file
movement.

o Set filters by file size or age - e.g specify the minimum size if you don't want to transfer any file
smaller than this size.

Specify the destination by selecting an appropriate remote site.

Remote folder path - enter the path which shows where you want to paste your transferred files,
or click on Choose folder button and select the desired folder.

Keep source folder structure including empty folders - this option allows you to preserve the
same folder structure.

Make reserve copy - folders with copies will be created in the selected directory every time the
automation runs.

Save backup - create a folder with the backup copy. (Backups are not supported for SFTP and
Box)

Notify admins - specify emails of admins for notifications.

Send notification on failure only - tick if you wish to send notifications only in case of failures.
Run automatically on the specified schedule - set the time when your automation will run.

Pick the start date.

Write some notes regarding automation.

Tick Activate and save the rule.

As soon as the rule is created, it will be added to the list on the External Workflows tab.
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You can activate your automation rule manually - for a non-scheduled one action performance -

by selecting an appropriate rule and clicking on the Run now button.

Automations - External Workflows ® (| ~

External Workflows Remote Sites Remote Agents

+ Add automation Z Edit (® Run now --- More 1 of 3 items selected Filter by name, source, destination or creator

it

= {»J NO. NAME SOURCE DESTINATION HAS CREATED BY MODIFIED ON STATUS 5-3:5
30 Copy files from SFTP Tara's SFTP Current account Yes  Tara Webster 13Jul 2023 17:57 o Active

49 Move files Current account Q (Site) No Tara Webster 13 Jul 2023 17:57 ® Active

50 Move file to Agent Pool Current account AgentPool (Agent pool) No Tara Webster 13Jul 2023 17:58 ® Active

Supported storage providers

1. S3 Connectors
¢« AWS S3

o Alibaba Cloud (Aliyun) Object Storage System (OSS)
e Ceph

» DigitalOcean Spaces

e Dreamhost

e IBM COS S3

e Minio

o Scaleway

o StackPath

o Tencent Cloud Object Storage (COS)

* Wasabi

SFTP

Azure Blob Storage

Quatrix

GCP (Google Cloud Platform)
Backblaze

Microsoft OneDrive/ Sharepoint

Box

© ® N o g~ D

Dropbox

Storage providers are being added all the time. Let us know if what you need is not supported.
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6 Security & Privacy

We care for the protection of

Privacy policy ©* =+

= Secure passwords and 2FA
= |IP address restrictions

= Control access to your
account by assigning a user
class

= PIN code user registration

access T

= Export audit trail
= Track activity history

* - Privacy policy

01

your your

privacy files
02

Quatrix -
secure file
sharing

* HTTPS/ SFTP
= PGP encrypted file

ey sharing

= PIN code file access

= Granular permissions to
access files/folders

= Set file expiry and release
dates

= Data residency

= Free antivirus

\\\ maytech

GLOBAL DATA TRANSFER

The protection of your files, account and privacy is our top priority. The features listed below are

designed to help you make your file sharing easy and secure.

Protect your files

e SFTP Module

o PGP encrypted file transfer

o PIN code file access

e Granular permissions to
access files

+ Data residency

o Expiry/ release dates for
shares

* Revocation of files

¢ Free antivirus

Control account security

e Secure passwords and 2FA

« |P address restrictions

« Account access control

« Account activity monitoring

¢ PIN code user registration

o Get copy of all shares via
BCC

¢ Intrusion detection and
prevention

For more information see www.maytech.net
Or call us: International & UK +44 (0) 189 286 1222

USA & Canada 1 800 592 1906

Keep your personal
information secure

Take a look at our privacy
policy that was designed to
protect you personal
information. The privacy
notice describes how we
collect and use your
personal information in
accordance to data
protection law.
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You can easily manage the security and privacy settings for your Quatrix account: enable SFTP, PGP
or 2FA, select share privacy type while sharing files, adjust the security PIN or set the release and

expiry dates for your shares, apply IP restrictions to prevent unwanted access etc.

6.1 SFTP module

Enable SFTP module

Add SFTP users

o Manage SSH keys of users
e Limit SFTP access for users
e Custom SFTP login

SFTP module introduces secure, interactive and automated data exchange that allows files to be
transferred between hosts in a similar way to SCP protocol. It encrypts both commands and data,

which means that sensitive data and user passwords can't be intercepted by third parties.

To enable SFTP access, go to the Administration tab - Manage users - Select user - Edit user
-> Activate SFTP check box.

Using SFTP YlL.Q@atrix

Video guide: https://vimeo.com/405037018

6.1.1 Enable SFTP module

Our 14-day free trial allows you to try out SFTP (as it is included in our Enterprise security module). To
continue using SFTP after the termination of trial, you need to purchase the Enterprise security

module.

This module can be enabled by sending the request to Quatrix Customer Care or calling one of the

numbers below:
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e International: +44 189 286 1222

e US and Canada: 1800 592 1906

o UK: 01892 861 222
As soon as the module is activated, you will receive an email with SFTP credentials that are also
displayed in the account on the SFTP sub-tab (click on the link with your name, go to Manage Profile
and select SFTP sub-tab).

= ‘Q Quatrix Manage Profile (P O (AC) -
General  Security  SFTP APIK
< File Explorer eners seunty e
(© Share Files SFTP
A3 Contacts
Unique logi 2017881
5 Activity Log nique fogin a
4o Automations - Password Use your standard account password in both cases
Intemal Workflows
External Worktows Config Standard corfig (port 22)
) Traffic on port 22 follows standard routing, Traffic on port 43is routed ~ Host: sftp22.case.quatrix.it
Schedule Overview over a private network for faster global transfers including China. Port: 22
& Administration Altemative config (port 43)
Host: sftpd3.case.quatrixiit
3 Biling Port: 43
SSH keys Add SSH
e the sty ofyeur sare by gersing SH ke
TITLE EXPIRY DATE FINGERPRINT ACTIONS
SSHKey 1 25 Aug 2022 74:57:64:54:23:27-8d:94:60:20:37:6:a9:22:d=9d VA

Learn how to configure SFTP client, add or change SSH keys, and transfer files with SFTP in our User
Guide.

6.1.2 Add SFTP users

The account owner or administrator can grant SFTP access to any user of the account. To add SFTP
users, check if you have enough SFTP licenses purchased on the Account details sub-tab of the

Administration tab.

Administration

Account Details ~ ManageUsers  Manage Groups  Service Setfings  Quarantine  SSO

CURRENT PLAN

Quatrix Business Basic i
Data residency: Belgium (EU) i
Expiry date: 26 Nov 2023 ) |

USER LICENCES £ EXTERNAL AUTOMATIONS
2';'??.":?“ You don't have any automations
SIS 9 used 10 Total

for external workflows

user licences 3 used 10 Totsl ontact us
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The screenshot above displays SFTP section with 10 available and 3 used SFTP user licences.

If you wish to enable SFTP for your contacts, convert them to users at first (on the Contacts tab,
see Contact Management) and then activate SFTP by ticking an appropriate check box at user

creation or edition.

To add SFTP user, follow these steps:

1. Go to the Administration tab and open the Manage users sub-tab.

2. Select the user from the list or add a new one.
3. Tick SFTP check box and save.

Add user X
Email
Name
Quota
Unlimited v
Reserved disk space
0 MB v
Language
English -
Security PIN ()
Group @
Pra -
Administrator (O Billing &
SFTP
Unique legin
Cancel E

Your user will get an email notification with SFTP credentials as soon as SFTP is enabled.

Now your users can access your Quatrix site using any SFTP client software. They must log in with

their ID instead of their email address and use their existing account password.

Every added user has unique SFTP credentials that are stored after their deletion. If you restore

SFTP access for this user, credentials will be the same.
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6.1.3 Manage SSH keys of users

You can manage SSH keys of your users on the Manage users sub-tab of the Administration tab. If
you would like to add SSH key for your user, follow the steps below:

1. Select the user on the Manage users sub-tab and click on the Manage SSH Keys option from the

menu.
Administration © (ac) -
Account Details ~ Manage Users ~ Manage Groups ~ Service Settings ~ Quarantine  SSO
A Import users 3 Manage Project Folders & Edit (& Passwordreset 3% Force 2FA - More 1 0f 9 items selected Filter by name or email =
B2 () namca £MA GROUP AST LOGIN wores | % Request PGP keys ADMINIS..  SERVICES ~ STATUS EXPIRES sTorace .83
28 Manage SSH keys
Alison Case alison.case@maytech.n.. Pro 16 Jul 2023 15:07 © Userl o Ao SFTP ® Active 822.75 M%
Daniiel Clarks daniel.clarks@maytech.net Sales 17 Apr 2023 10:10 L Ro * Active 0
Jack Right jack-right@maytech.net Jailed 07 Feb 2022 10:40 S| L & Active 0
John Lea john_lea@maytech.net Pro 14 Jul 2023 17:41 ® Active 0

2. Click on the Add SSH Key button on the Manage User's SSH Keys form.
3. Add your previously generated SSH Key. Learn more how to generate SSH keys in our User
Guide.

Add SSH key X

Title
Your SSH key 1

Key

hILTrWLIdUuTkv21mTWADjQXMMI92dmNdvFxg5F
Uk2Nw7kncTSPYXWEmM?7 hjlijLY DsAtOf3vsDtefVewT

Sfrqw== p

Expiry date
17 Jul 2025 &

4. Save the key.

All SSH keys that you added for this user will be displayed in the list on the Manage User's SSH Keys
Form.

You cannot edit the key, but only its title.

Your user will be informed about a generated SSH key details in the email.
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6.1.4 Limit SFTP access for users

To limit your users to a specific folder via SFTP, select Jailed Users group while adding or editing

them. Then add these Jailed users to a relevant Project Folder. This allows you to limit the access of

users to only folders shared with them within the folder Projects Shared With Me. Besides, you may

create your own group with preferred permissions.

= ’Qauqtnx File Explorer

File Explorer

“rojects Shared With Me

B3 nesign Rasice < ftems
Drzfts 6 items
By Proiccts 3items

P9 QuatirAPIvideoGuicesi1l 3 tems

09 Ner 2020 1344

0% Dec 2020 13:44

04 Jan 2021 12:42

01 Dec 2020 1505

Learn more about project folder management in our User guide.

6.1.5 Custom SFTP login

Connecting to your repository using custom SFTP login can be handy if you would like to use your

existing individual SFTP login.

To use a custom SFTP login, follow these steps:

1. Set up a dedicated IP address for your account by sending a request to Support.

2. Update your SFTP details with custom SFTP login on the Administration tab:
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a. Go to Manage Users sub-tab, find yourself in the list and add your custom SFTP login.
Edit user X
Unlimited -

Reserved disk space

] M8 -
Language

English -
Group ©

Pro v

) Administrator ©

SFIP
Unique login
90142616

Custom login

Login with SSO only
Expiry date ©
B Active ©

Notes

Cancel m

As soon as you saved your custom SFTP login, it will be displayed in the profile under SFTP sub-tab.

= —Q Quatrix Manage Profile > @ -
< File Explorer General Security SFTP APl Keys
(# Share Files SFTP
A Contacts
Unigue login Q0142616
F Activity Log
/2 Automations - Custom login q6824098

Internal Workflows

Password Use your standard account password in both cases

External Workflows

Schedule Overview

Config Standard config (port 22)

© Administration

Traffic on port 22 follows standard routing.
Traffic on port 43 is routed over a private
network for faster global transfers including
China.

Host: sftp22 maytech-test-sftp.quatrix.it
Port: 22

Alternative config (port 43)

Host: sftpd3.maytech-test-sftp.quatrix.it
Port 43

SSH keys
Increase the safety of your shares by generating  RACEIS AL
SSH keys

You will also have a possibility to add custom SFTP login to your new or existing users while adding or

editing them, as the custom SFTP login is turned on for the account.
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6.2 PGP encrypted file transfer

e PGP Key Generation
e Public Key Generation

o Private Key Generation
¢ Encrypting and Decrypting Files

Setting up P@R&Mcryption
for Quatrix

Video guide: https://vimeo.com/405037270

PGP (Pretty Good Privacy) is a protocol that is used for encrypting and decrypting files using a key
pair. If you need to be certain that no one (really, no one) except the intended recipient can decrypt

your confidential files, you may use PGP encrypted file transfer.

The diagram below displays how PGP works in Quatrix. It uses one key to encrypt the file (the public
key) and another to decrypt (the private key) which traditionally makes it much more cumbersome to
use than standard levels of encryption. But despite being cumbersome PGP is still a universally-

accepted standard for file encryption.
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Quatrix PGP Scheme

Preconditions:

1. Enable PGP Encryption on the Administration tab
2. Both Public and Private Keys should be generated

Requests
Private Key v
<P <P

PGP Key
SENDER Request RECIPIENT
Generates Public Key Generates Private Key
in the Manage Profile/Security following the link in the email

PGP
Encrypted

File Sharing
PUBLIC KEY Enabled PRIVATE KEY

Encrypts and Decrypts and
shares file downloads file

N

SECURE FILE SHARING

Enable PGP encryption

The account owner or administrator can enable or disable PGP for the account on the Administration
tab.

For

Or call us: International & UK +44 (0) 189 286 1222

more information see www.maytech.net

USA & Canada 1 800 592 1906
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Administration © (Ac

Account Details Manage Users Manage Greups Service Settings Quarantine SSO

Security

Enable PGP @)
Add or remove PGP encryption for all users. If disabled all

encrypted files won't be available far decryption and

download

Force 2FA

Add or remove an extra layer of security for all users with
two-factor authentication.

IP Restriction

Restrict IP addresses that have access to the account.

Allowed formats: 10.10.1.1, 10.10.1.1-15, 10.10.1.4/30

Permitted share types Public

Setthe sharing security level site-wide. At least one security Enabling Public share type also enables quick links furctionality.
level should be selected. Anyone can download Ne tracking.
Tracked
Any registered userfecipient can download. Full tracking.
Restricted
Only the registered email recipient{s) can download. Full tracking

As soon as PGP is activated, all users can share PGP encrypted files, besides contacts that can only

decrypt, download and return encrypted files.

If you disable PGP, all encrypted files won't be available for decryption and download.

6.2.1.1 PGP Key Generation

To proceed with encrypted file sharing you need to check if private and public keys are generated.

As illustrated in the diagram above PGP uses a pair of keys - the public key locks; the private key
unlocks. So when sharing files with your users or contacts you'll be encrypting with their public key

and when you are acquiring files from your users the files get encrypted with your public key.

Key Security

Your keys are securely stored on the Quatrix platform, additionally all private keys are encrypted
using your passphrase. The passphrase is not stored or remembered by Quatrix which gives you
peace of mind that no one (and that includes Quatrix staff), can ever decrypt files in transit or at

rest.

6.2.1.2 Public Key Generation

You should generate public keys at first - follow 3 simple steps below:
1. Click on the link with your name at the top right and follow the Manage Profile link.

2. Open the Security sub-tab.
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3. Click on the Generate Keys button which opens the window for creating the passphrase for your
keys. After clicking on the Generate keys button you get the notification that your PGP keys have

successfully been generated.

Manage Profile

General Security APl Keys

Authentication

Password

. Change password
Update your password to Quatrix account 9e P

Two-factor authentication )
. y " - Activate
Enhance login security with two-factor authentication

Keys

PGP keys

Increase the safety of your shares by generating a pair of Generate keys
PGP keys

and then request another pair of keys from the intended recipient - send PGP key generation

request.

You should determine who you are going to share encrypted files with, tick the boxes next to them

either on the Contacts, or on the Administration tab and select the Request PGP keys button from the

top menu.
Contacts O () ~
[¥] Request files © Share files ¥° Request PGP keys 1 of 9 items selected Filter by name, email, notes =
S () namE EMAIL GROUP 1 CREATED ON PGP KEY NOTES ]
Jess Parton jess.parton@maytech.net Associate 15 Dec 2020
Jack Right jack.right@maytech.net Jailed 26 Nov 2020 L
Tara Webster tara.webster@maytech.net Pro 26 Nov 2020 P

Besides you can send the request while adding your contacts by ticking the Request PGP keys check
box.

6.2.1.3 Private Key Generation

When the request is sent, your recipient gets an email with the link to generate PGP keys. The

recipient follows the link and generates PGP keys.
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‘Q Quatrix n

PGP key generation

Your Quatrix administrator has requested that you generate or regenerate your PGP keys.

PGP is advanced one-way encryption that ensures that files shared to you can only ever be read by you and files you share can
only be read by the intended recipient

For additional security your PGP key should be protected with the passphrase. It's important you remember your passphrase
since files shared to you and encrypted using your key cannot be decrypted without it.

Passphrase

Generate

Once PGP keys are generated, a confirmation email will be sent to the sender of the request.

Changing PGP Keys vs Passphrase

encrypted files.

Keys

PGP keys

Change your PGP keys. Previously encrypted files will not be Change keys

accessible

Change your passphrase for current PGP keys Change
passphrase

6.2.2 Encrypting and Decrypting Files

Your PGP keys can be changed at any time on the Security sub-tab, but all previously encrypted
files won't be accessible as they were encrypted with the different PGP keys. If you noticed that
your passphrase was compromised, you can simply change the passphrase to your keys by

clicking on the Change Passphrase button. This preserves you the right to decrypt all previously

Encrypting files is a way to protect them from unwanted access. There are a few simple steps to

share and acquire files with advanced PGP security in Quatrix.
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To share encrypted files you should select the PGP encrypt files check box on the Optional Settings

section while sharing files.

= Q Quatrix Share Files o 6B .
Optional Settings X
< File Bxplorer SharcFiles Tracking
[# Share Files Recipients Faxpiry date ¢
RA Comacts Release date )
G Actiity Leg Sugject Security PIN PGP s an adciticnal layer of
File share nouficat on PGP encrynt files. () ::;;::‘::r:'y:v:::s::u
2 Autormations any rocipiont who has
Message Narify me on dawnlor generaled thei 5GP keys.
Internal Warkflows "
Extarnal Workflows 1 nave shared les with you. please click on the butzan belas to download. Reciplent(s} can rewurn fies ©
Schedule Ovarview
D Administration Cancel a

1 Billing

PUELEEIIR /O utooing Shares O Public Tracked Resticted | &}

Drag a file here to upload

Q

If your recipient hasn't generated PGP keys, the email will be highlighted in red and you will be
notified of missing keys. You should request keys from your recipient on the Administration or

Contacts tab to proceed with encrypted file sharing.

You can easily decrypt files by following the Download link from the email and entering the

passphrase while downloading files. You can store your files locally or on Quatrix cloud.

'Q Quatrix AC ~

@ Alison Case (alison.case@maytech.net) shared files

Decryption

Enter passphrase

File share notification l ™ ]
Hi,
| have shared files with you, please click on the button below to download. Cancel -
NAME SIZE DOWNLO... 1
@ CustomLoginSFTPupd.png.enc 261.00 KB R

If you forgot your passphrase, you won't be able to decrypt shared files! To proceed with

encrypted file sharing you need to change your PGP keys on the Security sub-tab.
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3 File security settings

This page contains features that constitute the security of your files.

Expiry and release dates for shared files
PIN code file access

Revocation of files

Granular permissions to access files
Notifications on download

Quarantine files

6.3.1 Expiry and release dates for shared files

You can share your files with anyone and then for the security reasons you can limit the time your

shared files will be available (by setting the expiry time and date) or you can specify the time when

your uploaded files will be available for download (by setting the release time and date).

Follow the steps below to share files with the expiry date:

1.
2.

4.

Go to the Share files tab, specify the recipients and upload files.

Select your preferred share privacy: public, tracked or restricted and click on the Optional
settings icon which opens the window for setting additional share adjustments.

Check the Expiry date check box, pick the required date and time and click Apply date button.
Optional Settings X
Expiry date O 13 Sep 2023 00:00 (=)

13 Sep 2023

| | Release dat¢

00 00
|| Security PIN o1 05
- 02 10
| | PGP encrypt

03 15
| I Notify me or

04 20
|| Recipient(s) 05 25

06 30

Save your settings and share your files.

Your uploaded files will be sent with the link that expires on your specified time.

To share files with the release date follow the steps above (1-2), and specify the release date and

time for your shared files the same way as described above. You can upload your files and send out

the links any time, but download links are inactive until the chosen time.
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6.3.2 PIN code file access

Users can create a unique PIN code for recipients to enter before accessing the shared files.

To share files with the Security PIN you need to check the corresponding check box in the Optional

settings while sharing your files.

Optional Settings X

Expiry date (O
Release date @

Security PIN © 37456 O
PGP encrypt files OO

Notify me on download

Recipient(s) can return files @

Cancel Save

PIN code can be used only once. If the user forgot your shared PIN code, you need to share files

again. To omit double sharing, save PIN code until the user receives your files.

6.3.3 Revocation of files

If you would like to make already sent files unavailable, go to the Tracking tab, find the required share
and click on the 3% Revoke share icon.

Share Files @ (Ac) -~

Share Files Tracking

Alison Case alison.case@maytech.net v Filter by subject =
() DATE SUBJECT RECIPIENTS STATUS REVOKE
27 Jul 2023, 16:30 alison.case@maytech.net & Active ’?l
23Jul 2023, 22:50 File share notification jane.doe@maytech.net ® Active (]
20Jul 2023, 16:30 tara.webster@maytech.net » Active (<]

The revoked share will be greyed out in the list and the share information will contain the status

indication Revoked.

The revoked files cannot be returned back. You can make these files available only by sharing

them again.
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6.3.4 Granular permissions to access files

You can keep control over what your users can do with what you have shared. Granular permissions
in Quatrix allow you to control what files your users can access and what they can do with these

files.

Share privacy in Quatrix allows you to set the sharing security level, specifying who can access your
shared files.
e Public - anyone with the link can download the files. Your tracking will show the time and IP
address of downloads but will not identify the user.
o Tracked - any user registered on the Quatrix network can download, this may be useful where
the links may be forwarded to others working on the project. Your tracking will identify the user
for each download event.

» Restricted- only recipients of the email will be able to download, links forwarded outside the
recipient list will not work. Your tracking will identify the user for each download event.

Every user can specify the sharing security level while sharing files. Learn more on File Sharing.
Account owners and administrators can adjust share types that will be allowed for sharing on the

Administration tab.
If you would like to limit the permitted share types account-wide, follow these steps:

1. Go to the Administration tab and open the Service Settings sub-tab.

2. Tick the check boxes with the share types that you would like to allow.

Administration o (ae)
Account Details  Manoge Ustrs Mamage Grouss Survee Stllings Quarantine S5O

Security

Enable PGP ©

Add or remove PGP encrypticn for all users. If disabled al
encrypted files won't he available for decryption and
download,

Foree 2FA
Add or remove an extra layer of security for all users with
wo-fecter authenticalion.

IP Restriction
Resuict IP addresses Wial have access Lo Wie account,
Allowed formels: 10.10.1.1, 10.10.1.1 15, 10.10.1.4/30

Permitted
Set the s|
lewel sha

ad. Full tracking

Only the registerec email recipient(s) can download. Full tracking. o~

3. Save changes.

The control of files and folders inside Quatrix can be performed via project folder permissions. Learn

more here.
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6.3.5 Notifications on download

If you use Quatrix to share files with your clients, you can be notified when your clients have
downloaded files. To receive the download notification, check Notify me on download check box in

the Optional settings while sharing files.

Optional Settings X

[ Expiry date @
| Release date ©
Security PIN @

| PGP encrypt files ©

| Notify me on download

Recipient(s) can return files ©

Cancel

As soon as your client receives your desired files, you will be emailed the download confirmation with

details who, when and how many times downloaded your files.

This feature allows you to control if your shared file was downloaded and if your intended recipient

downloaded it.

6.3.6 Quarantine files

Since we are responsible for the security of your data that you store or send with Quatrix, an Antivirus

is enabled by default.

Once a file is uploaded, it is queued for the antivirus check. If a file is infected, it gets blocked for the

download.

Quatrix Antivirus quarantines suspicious files to a special place called 'Infected files' located on the

Administration tab.
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= ‘Q Quatrix Administration © (ke) ~
© Fila Explorer Account Details ~ Manage Users  Manage Groups  Service Sellings  Quarantine S50

& Erafl= Virus notifications

A Contacts

[ Activity Log ?/u:l:f‘:lr:: :‘:IZann antivirus detections S T M

& Automations o Cancel ﬂ

Internal Workflows
Infected files
External Worlflows
Schedule Overview

@ Administration

B Billing a

Protected Q
Any unsafe files weren't detected

If you are certain a quarantined file is not a threat, you can restore it.

In case a malware is detected, an email alert is sent to emails listed in the Virus Alert mails field. The

virus name is also shown in the File Info.

Worth mentioning that Antivirus is free!

6.4 Account security settings

We care for the protection of your account security. Here are some tips to hep you set up your

account securely.

o Create strong and unique passwords

e Turn on 2FA verification

e Set IP address restrictions

o Adjust PIN code user registration access

o Control access to your account by assigning a user group or administrator permission
o Get copy of all shares via BCC

¢ Track activity history in your account

6.4.1 Create strong and unique passwords

A strong password is the one that you can easily remember, but the hacker will never guess. In order

to ensure strong password security for users, Quatrix password must conform the following rules:

¢ be at least 8 characters long.

 include lowercase and uppercase alphabetic characters, numbers and symbols.

e not be a common dictionary word, email address or any information associated with the account.
» should be unique, different from the previous passwords.
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Change your passwords from time to time

If you would like to keep your passwords secure, try to change them regularly and never repeat
previously used passwords.

Follow the steps below to change your account password:

1. Click on the link with your name at the top right and follow the Manage profile link.

2. Open the Security sub-tab and click on the Change password button.

Manage Profile Upgrade INOJN e

General Security SFTP API Keys

Authentication

Password
ange passwor
Update your password to Quatrix account ge p

Two-factor authentication

. . . o Activate
Enhance login security with two-factor authentication

3. Type in your current password and then generate a new one.
4. Save your password.

If you forgot your password, follow the Forgot password link on the Account Login page and follow
the instructions sent by email to reset the password.

Force password reset for account users

Account owners and admins can keep Quatrix account secure by requiring their users to reset

passwords.
To send a password reset request:

1. Go to the Administration tab and open the Manage users sub-tab.
2. Select users you would like to change their passwords and click on the Password reset icon from
the above or right-click menu.

= 'Q Quatrix Administration o .
$ File Explorer Account Details Manage Users Manage Groups Service Settings Quarantine SSO
» :
(Eghachiles 2 Edit - More 20f 10items selected  Filter by neme or email =
Ay Contacts
& Activity Log B () naves EMAIL GROUP LAST LOGIN NOTES PGPKEY  2FA ACMIN..  SERVI STATUS  EXPIRES STORAGESS
Alison Case alison.case@mayte.. Pro I L Ro SFTP e Activ 823.03 N
2 Automations - 2 Edit
Internal Workflows Daniel Clarks danielclarks@maytec..  Sale & Passwordreset | L 8, ® Active o
External Workflows 22 Force 2FA
Jack Right jack.right@maytech.net  Jaile £ 40 ® Active o]
Schedule Overview 4O Request PGP keys
€3 Administration Jeremy Larski jeremy.larski@maytec..  Pro 17 Jul 2023 19:41 ® Active 0 0
& Biling
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3. Click on the Send button.

Your users will receive emails with the links to reset their passwords.

6.4.2 Turn on 2FA verification

Two-factor authentication (also known as two-step verification or 2FA) adds a second layer of
security to your online file sharing. Every time you log in to your Quatrix account, you will need to
enter a six-digit security code using your phone or other mobile device in such a way verify your
identity. This prevents anyone but you from logging in, even if they know your password. For more

information on how to enable or disable 2FA see our User Guide.
Force 2FA for account users

The account owner or administrators can enforce 2FA either for one user, or a group of users, or for

all users of the account.

If you would like to force 2FA only to a definite user or a group of users, go to the Administration tab
and tick the check box next to the user(s) and select the Force 2FA icon from the drop-down menu or

choose an appropriate icon from the above menu.
To make 2FA mandatory for all users on the account level follow these steps:

1. Go to the Service Settings sub-tab of the Administration tab.
2. Tap the toggle from off to on next to the Force 2FA under Security section.

Administration ® (ac

Account Details Manage Users Manage Groups Service Settings Quarantine SSsO

Security

Enable PGP

Add or remove PGP encryption for all users. If disabled all
encrypted files won't be available for decryption and
download.

Force 2FA ()

Add or remove an extra layer of security for all users with
two-factor authentication

IP Restriction

Restrict IP addresses that have access to the account.
Allowed formats: 10.10.1.1, 10.10.1.1-15, 10.10.1.4/30

3. Click on the Save button.

6.4.3 Set IP address restrictions

As the owner or administrator, you can use the IP Restriction setting to prevent users in your
company from logging in to your Quatrix account from any unauthorized locations. You can

specify the range of IP addresses (or networks) to allow connection to Quatrix both via HTTPS and
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SFTP protocols.

To restrict IP addresses that have access to the account:

1. Go to the Administration tab and open the Service Settings sub-tab.

2. To activate IP address restrictions tap the toggle from off to on next to IP restriction.
3. Specify a list of IP addresses in any of the allowed formats: 10.10.1.1; 10.10.1.1-15; 10.10.1.4/30.

IP Restriction

10.10.1.4/30

Restrict IP addresses that have access to the
account. Allowed formats: 10.10.1.1, 10.10.1.1-15,

O

10.10.1.1 X

You must include your current IP address to the list before saving the IP filter configuration.

4. Save changes.

Your users with the listed IP addresses will have access to your account, the others won't be able to

log in to Quatrix.

If you would like to deactivate IP restrictions, switch the toggle to off state. This returns the access to

your account for all your available users.

6.4.4 Adjust PIN code user registration access

If you add a new user to your account, you can use the Security PIN feature that allows you to check

if the person you intend is registering for the account.

To use this feature, you need to check the Security PIN check box while adding a user and share this

PIN code in the most secure way.

Add user

Email

john.doe@maytech.net

Name

John Doe

Quota
6 GB

Reserved disk space

10 MB

Language
English

3 Security PIN &0 | 59705 () 1
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Your user will perform 3 steps instead of 2 ones to register for the account.

1. Follow the one-time link form the email to set the password.
2. Login to the account with the already set password and email.

3. Enter PIN code to access the account.

The security PIN is randomly generated and cannot be changed. Save this PIN until your user is
registered. If your user loses your shared PIN, you can share your saved PIN code and omit the

repetition of adding this user with PIN code again.

For security reasons, we are not allowed to tell the user if they have entered an invalid user name,
password, or PIN. If they have forgotten their password, they should go to the Log in page and follow
the Forgot password link. If the PIN code is incorrect, the user should contact the administrator

mentioned in the email.

6.4.5 Control access to your account by assigning a user group or
administrator permission

The access to your account can be managed by assigning a specific user group to your users or by

granting administration rights.

You can organise your users into groups with necessary sharing and access permissions. The
following 3 predefined user groups are created by default:

e Pro Users can view and share files with other Pro users, Associate users and site contacts.
Besides they can create a list of their own Personal Contacts that are invisible to you as the
administrator.

» Associate Users can view only Pro users and share files with them. They cannot share to the
outside world. This facilitates the flow of data from external partners into your organisation whilst
preventing external partners from making unauthorised use of your Quatrix site.

» Jailed Users have access to files from Projects Shared With Me

Learn more about user groups and their permissions in our User guide.
You can let your users perform account management tasks by granting them administration rights.

This can be done while adding or editing a user by checking the Administrator check box. Users with

administrative privileges have access to the Administration tab and can manage the access to your

account.
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6.4.6 Get copy of all shares via BCC
Administration ® (ac) ~

Account Details Manage Users Manage Groups Service Settings Quarantine SSO

Communications

Corporate email signature

|
o
2
iii
-
M|
%l
22 ]
S

Add corporate signature that will appear on every share. Write Preview H B I &
Supported content formats: Markdown, HTML, CSS

BCC

Get a copy of all emails sent by Quatrix except billing related

john.doe@maytech.net X  alison.case@maytech.net X

Billing BCC
Get a copy of all billing emails sent by Quatrix

Blind carbon copy (BCC) allows you to specify recipients that will receive a copy of all shared files

through Quatrix. They will get emails secretly, i.e. emails will be invisible to others.

This feature is useful if you would like to keep track of all sharing actions in your account. To get
more details of your account activity history, download the account activity log that displays all

actions performed in your account on the Activity Log tab.

BCC can be adjusted by the account owner or administrators on the Administration tab. The

recipients in the To field will not know that the others on the BCC field are secretly receiving shares.

BCC recipients get copies of all emails, except the ones that are security related, e.g. password

reset emails.

Billing BCC allows recipients to receive all billing related emails: upgrade or downgrade details, etc.
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6.4.7 Track activity history in your account

Activity Log Upgrade ORI+ I
31Jul 2023 ~ C7 Aug 2023 [E] All Users - Export Audit Trail
() DATE EVENT ACTION MZMEER PROTOCOL

» 03 Aug 2023 16:3C:1C File-Tag Create
» 03 Aug 2023 16:3C:1C File-Tag Create
+ 03 Aug 2023 16:3C:0C Automation Update provision
v new:[.) )
options: {"1s": 1633664798, "period” "1 week”, "nexi_run™: "2023-08-03T14:18:18", "recpients”: ["89d03bab-d6(i-46043-9c1b-4d165:0046¢02"}
~ old: [.]
options: {"ts": 1633664298, "period". "1 week", "next_run": "2023-07-27T14:18:18", "recipients": ['89d03ba6-d6fc-46d3-9c1b-4d16e0046c02")}
path: /Activity Exports
v actor: [..)
name: Alison Case
email: alison.case@maytech.net
action: activity_export
» 03 Aug 2023 08:23:1& Login Alison Case (alison case@maytech.net) WEB

The activity log tracking allows to get an extremely detailed record of all activity from all users within
a specified date range. The activity log displays individual actions of users including:

» date and time they logged in and out

e user actions within Quatrix platform

» shared and accessed files

e any updates or changes.
The main goal of audit trail reports is to assist account owners or administrators find out what their
users are doing with files while they are logged in to Quatrix platform, providing complete visibility
and added peace of mind. The audit log displays cases with multiple log-in attempts to the account
which gives administrators information about potential security threats. Besides, if there were made

any unauthorized changes to files, the log will determine which user made these changes.

Overall, activity logs provide owners or administrators the tool for getting a better vision of how files
within Quatrix platform are being used.

Learn more about Activity Logs.

For more information see www.maytech.net Quatrix Administration Guide | p. 81
Or call us: International & UK +44 (0) 189 286 1222 Version: 8.0 | September 2023
USA & Canada 1 800 592 1906 Author: Maytech


http://www.maytech.net/
https://docs.maytech.net/quatrix/quatrix-administration-guide/account-activity-tracking

