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The owner or user with administration rights can manage account users on the Manage Users sub-tab of the Administration tab.
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This tab displays a list of users with their names and emails, assigned group, last login date, notes, PGP keys, 2FA, admin rights, SFTP availability, status
and used storage. You can adjust the display of the table to your needs by clicking on the gear icon and selecting necessary columns from the list.

Besides you can download user metadata in CSV format by clicking on the Export to CSV button. See the screenshot below.
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User groups

User groups are a great way to share your account with multiple users with your desired sharing and access permissions.

As an owner or admin, you can allow users of a specific group to share and request files, to track shares, to manage personal or site contacts, users and

automations.




It's quite easier to handle permissions if they are in groups rather than with individual users. When you grant access to Automations for the sales manager
and adjust required sharing permissions, it will be a painful and time-consuming job to reset all permissions to another user when a new sales manager
joins the company. User groups simplify your work here, all you need to do is to add a new user to the required group.

The following 3 predefined user groups are created by default:

® Pro Users can view and share files with other Pro users, Associate users and site contacts. Besides they can create a list of their own Personal

Contacts that are invisible to you as the administrator.

® Associate Users can view only Pro users and share files with them. They cannot share to the outside world. This facilitates the flow of data from
external partners into your organisation whilst preventing external partners from making unauthorised use of your Quatrix site.
® Jailed Users have access to files from Projects Shared With Me.

Permissions of predefined user groups can be updated.

Adding a user group

1. Go to Administration and open Manage groups sub-tab.

= « Quatrix Administration L D (Ac) ~
& = Account Details ~ Manage Users ~ Manage Groups ~ Service Settings ~ Quarantine ~ SSO
& File Explorer
(& Share Files Filter by name and permissions
Ay Contacts
(£ Activity Log AME 4
Associate 1 1 Share
o Automations B
Internal Workflows Jailed 1 0
External Workflows
Pro 5 3 Share, Contacts
Schedule Overview
Administration Sales 2 1 Share, Automations, Site contact
2. Click on Add group button which opens a form for creating your group.
Add group X
Name
Your Group

Permissions to manage:
Share Users
Personal contacts Automations

Site contacts
Lock in "Projects Shared With Me" folder O

Show users of Project Folders O

Set as default group

Cancel

3. Name your group and select permissions for group members:

. Share - share and request files; tracking;

. Site contacts - add, edit or delete site contacts;
. Users - manage users of the linked groups;
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. Personal contacts - add, edit or delete your personal contacts;

e. Automations - create, update and delete automations.
4. Tick the check box Lock in Projects Shared With Me folder if you would like to jail your group members only to the folder with the shared PFs.
5. Tick the box Show users of Project Folders if you want to make users of PFs and their permissions visible to group members.
6. You can make your group a default one by ticking Set as default group. It will be displayed with the orange star in the list of groups.



When you add a new user and select the default group, it won't be Pro if you updated it to your desired group, but your changed one.

Add user X

Language

English v

Security PIN ©

Group ©

Pro with automations v

Administrator ©® Billing ©®

SFTP

Unique
login

Login with SSO only
Expiry date

[ I SN

Cancel Save

7. Click Save and your group will be added to the list on the Manage Groups sub-tab.

All your created user groups are added to the list on the Manage groups sub-tab and displayed in alphabetical order.

Account Details Manage Users Manage Groups Service Settings SSO

ﬁ Filter by name and permissions
NAME 4 MEMBERS  LINKS PERMISSIONS
Associate 4 1 Share
Jailed 2 0
Pro 13 4 Share, Contacts
Sales 0 0 Share, Automations, Users, Contacts, Site co...
Sales Admin 0 1 Users

The table with groups displays number of group members, number of linked groups and a brief description of assigned permissions.

You can filter table contents by name or permissions.
Managing user groups

Adding or deleting group members

Once the group is created, you can add group members by clicking on Manage users button from the top menu (or select an appropriate option from the
right-click menu).

The form Manage users allows you to add users to the group or move them to the desired group.



Manage users X
Group: Pro
NAME 4 EM ACTION
Jane Doe jone.doe@maytech.net >
Kelly Fox kelly.fox@maytech.net >
John Doe John.doe@maytech.net >
Max Clarkson max.clarkson@maytech.net >
Henrik Sobalski hen.sobalski@maytech.net >
Katherine Schmidt kath.schmidt@maytech.net >
~ N
Cancel Save

A user can belong to one user group.

Owners or administrators determine permissions allowed for group members and this is under their responsibility to inform the users about any changes in
the group.

Users are not automatically notified that they are added or deleted to a specific group. They would be able to perform actions according to allowed
permissions.

Managing group access

You can manage the access of group members to specific groups, including site contacts, on the Access to form which can be opened by selecting a
appropriate option from the top or right-click menu.

Access to X
Group: Pro
View v
NAME 4 PERMISSIONS ACTION
Associate View v w
Jailed Manage ¥ @I
Pro View v W
Pro with automations View v w
Site contacts View v w
Cancel |

1. Open the Access to form by clicking on the corresponding button from the top menu.
2. Type the group or select it from the drop-down list.
3. Determine what access type you would like to apply:

® View - display members of the linked group;

® Manage - add, edit and delete members of the linked group.

The group with less permissions cannot manage the one with more permissions, their members can have only View permission.

4. Add groups and save.

Your added groups are displayed in the list where you can edit permissions or delete some groups from the list.



If you created a group without adjusting appropriate group access, in other words you didn't link any groups or contacts to your group, you won't be
able to perform specific actions in the account e.g. file sharing cannot be performed as there aren't required members in the list.

You can link other groups or contacts to your group on the Access to form as described above.
Editing a user group
You can simply edit your user group by selecting an appropriate option from the top or right-click menu.

All permissions of predefined groups (pro, associate, jailed), except names, can be edited.

Deleting a user group

Any group you created can be easily deleted by clicking the Delete icon from the top menu.

Predefined groups (pro, associate, jailed) cannot be deleted.

The Delete group form allows you to move group members to another group by selecting a appropriate one from the drop-down list.

User groups are intended to help you make your user management easier and more effective.

Adding a user
If you would like to add a new user to your Quatrix account, follow the steps below:

1. Go to the Administration tab and open Manage users sub-tab.
2. Click on the Add user button from the top menu.

Administration Upgrade Ac) -
Account Details ~ Manage Users ~ Manage Groups  Service Settings ~ Quarantine  SSO

Ac Import users £3 Manage Project Folders 2 Edit @& Password reset 39, Force 2FA =+ More 1 of 9 items selected Filter by name or email =
€5 nave AL roup wsr oo Nores  perker oA oMM seRvices  sTATU Torace £33
Alison Case alison.case@maytech.n.. Pro 21 Jun 2023 16:27 40 Pa SFTP ® Active 822.64 ME|
Daniel Clarks daniel.clarks@maytech.net Sales 17 Apr 2023 10:10 ‘0 By ® Active ]
Jack Right jack right@maytech.net Jailed 07 Feb 2022 10:40  [F L ® Active 0
John Lee john.lee@maytech.net Pro 03 May 2023 15:28 ® Active o




3. Specify your user details and additional adjustments on the Add user dialog box:
Add user X

Email

Name

Quota

Unlimited v

Reserved disk space

0 MB v
Language
English v

Security PIN O

Group ®

Pro v

Administrator (O Billing ©®

SFTP

Unique login

Cancel

. user name and email
. quota - unlimited by default (=account storage), you can specify the storage limit for this user
. reserved disc space - specify if you wish to reserve specific amount of storage to your desired user
. language - English, German or Chinese
. security PIN - optional PIN the user must enter when registering and setting password
. user group - Pro, Associate or Jailed (predefined) or your own group. Learn more about user roles and their permissions
. administrator rights - only to pro users
billing - permission to manage invoices and payments (only to pro and associate users)
. unique login - if you wish your user to log in to SFTP using unigue login credentials
. login with SSO only - allows the user to access his account only using SSO
SFTP - permission to use SFTP
. active - activate or deactivate the user. Deactivated users won't be able to log in
. expiry date - set the time up to which the user can log in and use Quatrix services
n. notes
4. Click on the Save button.
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For additional security, you can adjust a security PIN for the user to enter while registering to Quatrix.

Adding multiple users at once

In order to save your time for manual adding of multiple users (e.g. 50 or 100), you can use our Import users from CSV file feature. It allows to
automatically add your users from previously generated CSV file.

Follow the steps below to add multiple users:

1. Click on Import users button from the top menu on the Manage users sub-tab.

= Quatrix Administration (Vi O (AC) -
Account Details Manage Users Manage Groups Service Settings Quarantine SSO
S File Explorer
(8 Share Files _ -
+ Add user |[EESITISIIENS B3 Manage Project Folders & Edit @ Passwordreset 8, Force 2FA - More 10f 9 items selected Filter by name or email =
A Contacts
@ ActiityLog ! . ASTLOGI No @ 2 i FRVICES STATUS EXPI sorace £
Alison Case alison.case@maytech.n.. Pro 21 Jun 2023 16:27 Ro SFTP ® Active 822.64 ME
& Automations .
Internal Workflows Daniel Clarks daniel.clarks@maytech.net Sales 17 Apr2023 10:10 L Ro ® Active )
External Workflows
Jack Right jack right@maytech.net Jailed 07Feb20221040 Pl o Active o
Schedule Overview.
dministration John Lee john.lee@maytech.net Pro 03 May 2023 15:28 ® Active 0

2. Prepare CSV file that should contain the following fields:
a. user email
b. user name
c. status (active or not)


https://docs.maytech.net/display/MD/Roles+and+Permissions
https://docs.maytech.net/display/MD/Account+security+settings#Accountsecuritysettings-AdjustPINcodeuserregistrationaccess

d. Administrator - - yes or no
e. user group - pro, associate, jailed (predefined) or any that you created
f. PIN - learn details on Adjust PIN code user registration access.

Import from CSV X
CSV Fields:
Field Description Required Default
email user email yes N/A
name user name no email
active does user have active status, Y no Y
orN
admin does user have admin no N
permissions, Y or N
group user group no Pro

pin optional PIN the user must enter  no
when registering and setting
password - 5 digits
enable_sftp  enable SFTP for user no N

sftp_login sets SFTP login. Available only  no
with Dedicated IP

File example:

enail, name,active,adnin,group, pin,enable_sftp,sftp_login
emailequatrix. it,John,Y,N,Pro,12345,Y, john

3. Click on the Next button, choose your CSV file and click on Import.

e sctive st clans

As soon as the import is completed, your users will be automatically added to the account.

Emails already stored in Quatrix won't be imported. If the format is not corresponding, the import won't be allowed until it is corrected.

SFTP can't be adjusted while importing. It can be adjusted while editing one or multiple users.

A CSV file would be rejected if it contains more records than available licences.

Getting user info

In order to learn more details about your user, select the check box next to the desired one, click on More from the top menu and select the User
information option. This opens the form with details about the user.


https://docs.maytech.net/display/MD/User+Management#UserManagement-Usergroups
https://docs.maytech.net/display/MD/Account+Security+Settings#Accountsecuritysettings-AdjustPINcodeuserregistrationaccess

Administration Ul O (Ac) -~
AccountDetails ~ Manage Users ~ Manage Groups  Service Settings ~ Quarantine ~ SSO
+ Add user [EENTIRIIIENS B3 Manage Project Folders £ Edit @ Passwordreset 3 Force2FA -+ More 10f 9 items selected Filter by name or email =
» o
B () naver MAIL GROUP AST LOGIN NOTES % RequestPGPkeys . SERVICES ~ STATUS EXPIRES STORAGE .£33|
?2 Manage SSH keys
Alison Case alison.case@ User information 8y SFTP e Active 822.67 M
[ User information
| I
Name: JackRight
Daniel Clarks daniel.clarks@) ¢ g ackrigh@maytechnet B Delete 8y o Active 0
Home path IUser Homeslack ight@maytech net Copy pth
Jack Right jack right@ma) " 26 Nov 20201437 S pel © Active 0
Changed on 171302022 1006
Lastlogin 07Feb 20221040
John Lee John.lee@may | Lastpsssword 26 Nov 2020 1439 o Active 0
Accountowner,  Alson Case s et
Kate Tarrington kate.tarrington piect admin: Alson Case aytech net = L SFTP o Active 0
Quots: 5B used 0)
Mike Frost mike frost@mg| e SR OMB lused 01 5] o Active 0
roup: aied
Language: German
Tara Webster tarawebster@|ras porkeys:  ves L SFTP e Active 513GB
Notes One-time contractor
Jane Doe jane.doe@may, o Active 0
Close
John Doe john.doe@maytech.net Pro 19 Jun 2023 21:46 o Active 0

The form displays user's name and email. path to the home folder, dates when the user was created or updated, last logged in and last changed the
password, account owner and direct administrator (the admin who created the user), assigned quota limit, reserved storage amount, group, language,
PGP keys and notes.

Editing a user

To change user details or update permissions:

1. Select the check box next to the user you would like to edit and click on the Edit button from the top or right-click menu.

= ") Quatrix Administration B30 -
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Internal Workflows: Daniel Clarks daniel.clarks@maytech.net Sales 17 Apr2023 10:10 L Py ® Active o
Jack Right jack right@maytech.net Jailed 07 Feb202210:40  [F yel ® Active 0
Schedule Overview
@ Administration John Lee John.lee@maytech.net Pro 03 May 2023 15:28 * Active o

B Biling
Kate Tarrington katedarrington@maytechnet  Sales 08Nov 20210057 [ p SFTP e Active o




2. Change user details in the Edit user dialog box.

Edit user X

Email
jack.right@maytech.net

Name
Jack Right

Quota
5 MB -

Reserved disk space
0 MB v

Language

German v

Group @
Jailed v

Administrator @ Billing ©

SFTP
Unique login

Login with SSO only
Expiry date

Active ©

Notes

One-time contractor

Cancel

3. Click the Save button.

You get the notification that the user's profile has successfully been edited.
Possible user update cases:

if you would like to set the limit for user storage, specify the quota amount, reserve some storage;

user group update allows you to control account access permissions e.g. you can update pro user to jailed user that limits the access to only
Projects shared with me folder;

grant administrative or billing rights if you would like your user to cover account administration or invoice payment;

enable or disable SFTP;

activate or deactivate the user - make your account unavailable to access;

set the expiry date when the service will be unavailable;

update login methods - unique login or SSO only;

switch the language of the user: from English to German or Chinese, or vice versa.

Deleting a user

To delete a user select the check box next to the user you would like to remove, click on the Delete option from the top menu and confirm the deletion. The
deleted user won't be able to access their Quatrix account.

Administration AC) -
Account Details ~ Manage Users ~ Manage Groups ~ Service Settings ~ Quarantine  SSO
+ Add user A Import users P4 Manage Project Folders 2 Edit ® Password reset 8% Force 2FA =+ More 1 of 9 items selected Filter by name or email =
8 () namer MA GROUP LAST LOGIN notes | %0 Request PGP keys ADMINIS STATUS XPIRES STORAGE .£83
?2 Manage SSH keys
Alison Case alison.case@maytech.n.. Pro 02 Jul 2023 11:29 @ userinf " B SFTP @ Active 822.67 MH
1) User information
Daniel Clarks daniel.clarks@maytechnet  Sales 17 Apr 2023 10:10 @ Delete Ry o Active 0
Jack Right jack right@maytech.net Jailed 07 Feb202210:40 [F yel ® Active 0

If you tick the Delete Home Folder check box while confirming the deletion, all files of the selected user will be deleted. If not, their home folder will
stay in the file system and you will be able to access it.


https://docs.maytech.net/display/MD/Account+Security+Settings#Accountsecuritysettings-Controlaccesstoyouraccountbyassigningauserclassoradministratorpermission
https://docs.maytech.net/display/MD/SFTP+Module

Delete user

All related Project Folders and created users
will be deleted.

Are you sure you want to delete user Jack Right
(jack.right@maytech.net)?

Delete Home Folder

Converting a contact to a user

If you shared files with someone whose email wasn't used in Quatrix account, this email is automatically written to My Contacts list. You can easily convert
your contact (either My or Site) to any user (Pro user - by default) by selecting the contact and clicking on the Convert button on the menu or selecting an

appropriate menu option from the right-click menu.
D (Ac) ~

Upgrade

Contacts

1 of 12 items selected Filter by name, email, notes =

[¥) Request files [® Share files 2 Edit @ Convert 4P Request PGP keys Ty Delete
B () name EMAIL GROUP CREATED ON PGP KEY <3
Kelly Lennington kelly.lennington@maytech.net Associate 15 Dec 2020
Jack Right jack right@maytech.net Jailed 26 Nov 2020 L
Teresa Robinson teresa.robinson@maytech.net My contacts 20Jun 2023
john.smith john.smith@maytech.net My contacts 19 Jun 2023

The conversion of users to contacts is not possible.

User visibility management
User visibility module is available on request.

This feature enables account owners and administrators to create and manage user links which provides better user visibility and leads to more accurate

user management.
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The diagram above illustrates how this feature works. If you created a special group of users called Jailed VIP, and isolated them from other users in the
account by setting required permissions, their visibility will be limited. Users of the default Pro group can see all members of the Jailed group by default,
but at the same time Pro users cannot access any of the users from the Jailed VIP group. But if you want to dig deeper and manage visibility on the user-
to-user basis, e.g. allow the Pro user 1 see only Jane and Jack from the Jailed VIP user group, user-to-user visibility feature is what you need. It allows
setting a required visibility to individual users of the group rather than assigning required visibility to all group members.


https://www.maytech.net/product-support
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You can manage user links and adjust appropriate user visibility on the Manage links sub-tab of the Administration tab.

1. Select the user in the middle column.

This column can be sorted by Name or availability of links which makes your search easier.

2. Manage users that are linked to this user in the Linked to column.
a. To add a user, type the email in the Add user to link field and click on Add button.
b. To delete a user, select the one and click on Delete selected button.
c. To manage email visibility, click on Hide email which will display only the name.

If you select Hide email, only PF sharing will be allowed, as other actions in the account, e.qg. file sharing or other actions, require
emails for performance.

3. Manage users who can see the selected user in the right column.
a. To add a user, type the email in the Add user to link field and click on Add button.
4. Save changes.
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